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Dear Customer,

Gigaset Communications GmbH is the legal successor to
Siemens Home and Office Communication Devices GmbH &
Co. KG (SHQC), which in turn continued the Gigaset business
of Siemens AG. Any statements made by Siemens AG or
SHC that are found in the user guides should therefore be
understood as statements of Gigaset Communications
GmbH.

We hope you enjoy your Gigaset.

Sehr geehrte Kundin, sehr geehrter Kunde,

die Gigaset Communications GmbH ist Rechtsnachfolgerin
der Siemens Home and Office Communication Devices
GmbH & Co. KG (SHC), die ihrerseits das Gigaset-Geschaft
der Siemens AG fortflihrte. Etwaige Erklarungen der
Siemens AG oder der SHC in den Bedienungsanleitungen
sind daher als Erklarungen der Gigaset Communications
GmbH zu verstehen.

Wir wiinschen Ihnen viel Freude mit Ihrem Gigaset.

Chere Cliente, Cher Client,

la société Gigaset Communications GmbH succéde en droit
a Siemens Home and Office Communication Devices GmbH
& Co. KG (SHC) qui poursuivait elle-méme les activités Giga-
set de Siemens AG. Donc les éventuelles explications de Sie-
mens AG ou de SHC figurant dans les modes d’emploi
doivent étre comprises comme des explications de Gigaset
Communications GmbH.

Nous vous souhaitons beaucoup d’agrément avec votre
Gigaset.

Gentile cliente,

la Gigaset Communications GmbH & successore della Sie-
mens Home and Office Communication Devices GmbH &
Co. KG (SHC) che a sua volta ha proseguito l'attivita della
Siemens AG. Eventuali dichiarazioni della Siemens AG o
della SHC nei manuali d'istruzione, vanno pertanto intese
come dichiarazioni della Gigaset Communications GmbH.

Le auguriamo tanta soddisfazione con il vostro Gigaset.

Geachte klant,

Gigaset Communications GmbH is de rechtsopvolger van
Siemens Home and Office Communication Devices GmbH &
Co. KG (SHC), de onderneming die de Gigaset-activiteiten
van Siemens AG heeft overgenomen. Eventuele uitspraken
of mededelingen van Siemens AG of SHC in de gebruiksaan-
wijzingen dienen daarom als mededelingen van Gigaset
Communications GmbH te worden gezien.

Wij wensen u veel plezier met uw Gigaset.

Estimado cliente,

la Gigaset Communications GmbH es derechohabiente de la
Siemens Home and Office Communication Devices GmbH &
Co. KG (SHC) que por su parte continué el negocio Gigaset
de la Siemens AG. Las posibles declaraciones de la
Siemens AG o de la SHC en las instrucciones de uso se
deben entender por lo tanto como declaraciones de la Giga-
set Communications GmbH.

Le deseamos que disfrute con su Gigaset.

SCaros clientes,

Gigaset Communications GmbH é a sucessora legal da Sie-
mens Home and Office Communication Devices GmbH &
Co. KG (SHCQ), que, por sua vez, deu continuidade ao sector
de negécios Gigaset, da Siemens AG. Quaisquer declara-
¢Oes por parte da Siemens AG ou da SHC encontradas nos
manuais de utilizacdo deverao, portanto, ser consideradas
como declaracdes da Gigaset Communications GmbH.

Desejamos que tenham bons momentos com o seu Gigaset.

Issued by
Gigaset Communications GmbH
Schlavenhorst 66, D-46395 Bocholt

Gigaset Communications GmbH is a trademark
licensee of Siemens AG

DA

FI

SV

NO

EL

HR

SL

Kaere Kunde,

Gigaset Communications GmbH er retlig efterfalger til Sie-
mens Home and Office Communication Devices GmbH &
Co. KG (SHQ), som fra deres side viderefarte Siemens AGs
Gigaset-forretninger. Siemens AGs eller SHCs eventuelle
forklaringer i betjeningsvejledningerne skal derfor forstds
som Gigaset Communications GmbHs forklaringer.

Vi haber, du far meget glaede af din Gigaset.

Arvoisa asiakkaamme,

Gigaset Communications GmbH on Siemens Home and
Office Communication Devices GmbH & Co. KG (SHC)-yri-
tyksen oikeudenomistaja, joka jatkoi puolestaan Siemens
AG:n Gigaset-liiketoimintaa. Kdyttdoppaissa mahdollisesti
esiintyvat Siemens AG:n tai SHC:n selosteet on tdman
vuoksi ymmadrrettava Gigaset Communications GmbH:n
selosteina.

Toivotamme Teille paljon iloa Gigaset-laitteestanne.

Kara kund,

Gigaset Communications GmbH 6vertar rattigheterna fran
Siemens Home and Office Communication Devices GmbH &
Co. KG (SHC), som bedrev Gigaset-verksamheten efter Sie-
mens AG. Alla forklaringar fran Siemens AG eller SHC i
anvandarhandboken géller dérfér som férklaringar fran
Gigaset Communications GmbH.

Vi 6nskar dig mycket néje med din Gigaset.

Kjaere kunde,

Gigaset Communications GmbH er rettslig etterfelger etter
Siemens Home and Office Communication Devices GmbH &
Co. KG (SHQ), som i sin tur videreforte Gigaset-geskjeften i
Siemens AG. Eventuelle meddelelser fra Siemens AG eller
SHC i bruksanvisningene er derfor & forsta som meddelelser
fra Gigaset Communications GmbH.

Vi haper du far stor glede av din Gigaset-enhet.

Ayamnt TeAdTIoca, ayomnté TeAd,

n Gigaset Communications GmbH &ivox n vopkr 81480x0G Tng
Siemens Home and Office Communication Devices GmbH &
Co. KG (SHC), n omoia £xet avarafet v gumopikn
dpactnpromra Gigaset tng Siemens AG. Ot dnidoeig g
Siemens AG 1 g SHC otig 0dnyieg xpriong amoterodv
enopévag dnidoeig g Gigaset Communications GmbH.

Yog gvyopaote kKakn dlookEdaon pe T cvokevn oag Gigaset.

Postovani korisnici,

Gigaset Communications GmbH pravni je sljednik tvrtke
Siemens Home and Office Communication Devices GmbH &
Co. KG (SHQ), koji je nastavio Gigaset poslovanje tvrtke
Siemens AG. Zato sve izjave tvrtke Siemens AG ili SHC koje
se nalaze u uputama za upotrebu treba tumaciti kao izjave
tvrtke Gigaset Communications GmbH.

Nadamo se da sa zadovoljstvom koristite svoj Gigaset
uredaj.

Spostovani kupec!

Podjetje Gigaset Communications GmbH je pravni naslednik
podjetja Siemens Home and Office Communication Devices
GmbH & Co. KG (SHC), ki nadaljuje dejavnost znamke
Gigaset podjetja Siemens AG. Vse izjave podjetja Siemens
AG ali SHC v priro¢nikih za uporabnike torej veljajo kot izjave
podjetja Gigaset Communications GmbH.

Zelimo vam veliko uZitkov ob uporabi naprave Gigaset.

© Gigaset Communications GmbH 2008
All rights reserved.

Subject to availability. Rights of modifications
reserved.

www.gigaset.com
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Vazeni zakaznici,

spole¢nost Gigaset Communications GmbH je pravnim
nastupcem spolec¢nosti Siemens Home and Office
Communication Devices GmbH & Co. KG (SHC), ktera déle
pfejala segment produktl Gigaset spole¢nosti Siemens AG.
Jakékoli prohlaeni spole¢nosti Siemens AG nebo SHC, které
naleznete v uzivatelskych pfiruckéch, je tfeba povazovat za
prohlaseni spole¢nosti Gigaset Communications GmbH.

Doufédme, Ze jste s produkty Gigaset spokojeni.

Vézeny zadkaznik,

Spolo¢nost’ Gigaset Communications GmbH je pravnym
nastupcom spolocnosti Siemens Home and Office
Communication Devices GmbH & Co. KG (SHC), ktord zasa
pokracovala v ¢innosti divizie Gigaset spolo¢nosti Siemens
AG. Z tohto dévodu je potrebné vsetky vyhlasenia
spolocnosti Siemens AG alebo SHC, ktoré sa nachadzaju v
pouZivatel'skych priruckach, chapat ako vyhlasenia
spolocnosti Gigaset Communications GmbH.

Verime, Ze budete so zariadenim Gigaset spokojni.

Stimate client,

Gigaset Communications GmbH este succesorul legal al
companiei Siemens Home and Office Communication
Devices GmbH & Co. KG (SHC), care, la randul sdu, a
continuat activitatea companiei Gigaset a Siemens AG.
Orice afirmatii efectuate de Siemens AG sau SHC si incluse
n ghidurile de utilizare vor fi, prin urmare, considerate a
apartine Gigaset Communications GmbH.

Speram ca produsele Gigaset sd fie la Tnalfimea dorintelor
dvs.

Postovani potrosacu,

Gigaset Communications GmbH je pravni naslednik
kompanije Siemens Home and Office Communication
Devices GmbH & Co. KG (SHC), kroz koju je nastavljeno
poslovanje kompanije Gigaset kao dela Siemens AG. Stoga
sve izjave od strane Siemens AG ili SHC koje se mogu nadiu
korisni¢kim uputstvima treba tumaciti kao izjave kompanije
Gigaset Communications GmbH.

Nadamo se da éete uZivati u korid¢enju svog Gigaset
uredaja.

YBaxaemu notpebutenu,

Gigaset Communications GmbH e npaBonpneMHUKBLT Ha
Siemens Home and Office Communication Devices GmbH
& Co. KG (SHC), kosTo Ha cBo pef npoabixu 6usHeca Ha
noppasaenexHneto Siemens AG. o Tasn npuyvHa
BCSIKaKBU U3MNOXEHUs1, HanpaseHu oT Siemens AG nnu
SHC, kouto ce HammpaT B pbKOBOACTBaTa 3a
notpebuTens, crensa Aa ce pa3bupar KaTo U3NoXEHUs Ha
Gigaset Communications GmbH.

HapgsiBame ce ga nonssate ¢ ygosoncTteue Bawmsa Gigaset.

Tisztelt Vasarlo!

A Siemens Home and Communication Devices GmbH & Co.
KG (SHC) torvényes jogutddja a Gigaset Communications
GmbH, amely a Siemens AG Gigaset Uzletdganak utddja.
Ebbdl kdvetkezéen a Siemens AG vagy az SHC felhasznaléi
kézikdnyveiben taldlhaté barmely kijelentést a Gigaset
Communications GmbH kijelentésének kell tekinteni.

Reméljuk, megelégedéssel hasznalja Gigaset készilékét.

Issued by
Gigaset Communications GmbH
Schlavenhorst 66, D-46395 Bocholt

Gigaset Communications GmbH is a trademark
licensee of Siemens AG
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Szanowny Kliencie,

Firma Gigaset Communications GmbH jest spadkobierca
prawnym firmy Siemens Home and Office Communication
Devices GmbH & Co. KG (SHC), ktdra z kolei przejeta
segment produktéw Gigaset od firmy Siemens AG. Wszelkie
oswiadczenia firm Siemens AG i SHC, ktére mozna znalez¢
w instrukcjach obstugi, nalezy traktowac jako o$wiadczenia
firmy Gigaset Communications GmbH.

Zyczymy wiele przyjemnosci z korzystania z produktow
Gigaset.

Sayin Misterimiz,

Gigaset Communications GmbH, Siemens AG'nin Gigaset
isletmesini ylriiten Siemens Home and Office
Communication Devices GmbH & Co. KG (SHC)'nin yasal
halefidir. Kullanma kilavuzlarinda bulunan ve Siemens AG
veya SHC tarafindan yapilan bildiriler Gigaset
Communications GmbH tarafindan yapilmis bildiriler olarak
algilanmalidir.

Gigaset'ten memnun kalmanizi imit ediyoruz.

YBaxaeMbIn nokynatens!

Komnanusa Gigaset Communications GmbH sBnsetca
npaBonpeemMHUKoM komnaHum Siemens Home and Office
Communication Devices GmbH & Co. KG (SHC), koTopas,
B CBOIO 04epefb, NpuHana nogpasaeneHve Gigaset B ceoe
ynpaBneHue ot komnaHum Siemens AG. Noatomy niobble
3aaBneHuns, caenaHHble oT UMeHn komnaHun Siemens AG
unu SHC un BCcTpevatoLmecsi B pyKOBOACTBAX
nonb3oBaTens, AOMKHbl BOCMPUHUMATLCA Kak 3asBneHns
koMmnaHumn Gigaset Communications GmbH.

Mbl Hapeemcsi, 4To NpogykThl Gigaset yaosneTsopstoT
BalLMM TpeboBaHMAM.

© Gigaset Communications GmbH 2008
All rights reserved.

Subject to availability. Rights of modifications
reserved.

www.gigaset.com
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Introduction

Introduction

This document provides a number of example applications for the use of Siemens
Gigaset devices for local networks. It describes the most frequently used of the variety
of options that these Siemens products offer you.

This chapter provides an overview of the various network configurations and possible
applications. The following chapters provide more detailed descriptions of how to use
these options.

Please note:

& The user interfaces depicted in this guide may differ from those on your screen
because of the settings you have made. For Windows screens, the default state
has been presented. There may also be minor differences due to different update
cycles of user interface and this manual.

# In the examples we assume that the Gigaset network components have been
installed and configured as per the corresponding operating instructions.

& This document is supplied with the Siemens Gigaset SE505 dsl/cable, Gigaset PC
Card 54, Gigaset PCl Card 54 and Gigaset USB Adapter but is not part of the official
package. It does not give rise to any legal rights.

Trademarks

Microsoft, Windows 98, Windows 98 SE, Windows ME, Windows 2000, Windows XP,
MS Netmeeting and Internet Explorer are registered trademarks of the Microsoft Corpo-
ration.

Local networks with Gigaset products

You can use the Siemens Gigaset SE505 dsl/cable Router to set up a local network, e. g.
a home network. All the PCs in this network can communicate with each other and have
access to the Internet. The PCs can run on Windows 98, Windows ME, Windows 2000 or
Windows XP. The Gigaset SE505 dsl/cable has an interface so that you can connect a DSL
or cable modem for Internet access (WAN interface).
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Gigaset SE505 dsl/cable - Internet ]

Windows ME i \/Modem

Windows 2000

Windows XP Windows 98 SE

You can set up the network in a number of ways. You can

L 4
*

L 4

use a Gigaset SE505 dsl/cable to set up a wired local network (see page 6).

use the Gigaset SE505 dsl/cable to set up a local network comprising wireless and
wired network components (see page 9).

use the Gigaset PC Card 54, Gigaset PCl Card 54 wireless network adapters or a
Gigaset USB Adapter to set up a wireless network without routers, i.e. connect PCs
directly with each other (see page 7) or connect them to a Gigaset SE505 dsl/cable
(see page 8).

use one or more Gigaset WLAN Repeaters to extend the range of your wireless local
network (see page 11).
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Wired local network (Ethernet)

In a wired local network the PCs are linked via an Ethernet cable. The Siemens Gigaset
SE505 dsl/cable has four Ethernet LAN ports for connecting four PCs. The PCs must have
an Ethernet network adapter that is connected via an Ethernet cable to a LAN port on
the router. New PCs frequently come supplied with such a socket. You can buy Ethernet
cables (CAT-5) from specialist retailers.

Internet

Ethernet

The WAN interface on the Gigaset SE505 dsl/cable allows all PCs in the network to access
the Internet simultaneously. To use this feature you will need the access data from an
Internet Service Provider, e. g. T-Online.
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Wireless local network (WLAN)

The PCs must be equipped with a wireless network adapter (e.g. the Gigaset PC Card 54,
Gigaset PCI Card 54 or Gigaset USB Adapter). The PCs must be equipped with a wireless
network adapter (e.g. the Gigaset PC Card 54, Gigaset PCI Card 54 or Gigaset USB
Adapter).

We generally differentiate between two types of wireless networks:
¢ ad-hoc mode
¢ infrastructure mode

Ad-hoc network

Ad-hoc networking is a new concept in network communications that is rapidly gaining
in popularity. Ad-hoc networks do not have any fixed network infrastructure. The mobile
network components that communicate with each other directly and without wire con-
nections form the network "ad-hoc", i.e. as and when required. All the stations on the
network have the same rights. Ad-hoc networks are used wherever communications
networks have to be set up quickly and without any existing network infrastructure and
where the participants are on the move.

An ad-hoc network is a wireless network set up without using a router.

Ad-hoc network

(«

_ =)

How to set up an ad-hoc network is described in Chapter "Connecting PCs simply and
quickly" from page 14.
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Infrastructure Network

The infrastructure mode is used to connect wireless and wired networks with each
other. In addition to the mobile stations, the infrastructure mode needs an access point,
also known as a base station. In infrastructure mode, the stations on the network always
communicate with each other via an access point. Unlike the ad-hoc mode, the access
point sets up the wireless network on a permanent basis, and every station that wants
to be part of the wireless network has to register with the access point before it is
allowed to exchange data. Using an access point also extends the range of the wireless
network.

The access point establishes the connection from the mobile stations of a wireless net-
work to a wired LAN (Ethernet) or to the Internet. In this case, this is referred to the
router functionality of the device. The access point sends data packets that are not
addressed to stations in its network "outside" and passes data packets coming from "out-
side" to the appropriate station in its network.

The Gigaset SE505 dsl/cable is such an access point. You can use it for connecting

& wireless linked PCs to the Internet and

& connect PCs with a wireless connection to a wired network.

Infrastructure mode is the standard configuration for the Gigaset SE505 dsl/cable. This
configuration is described in the quick guide enclosed with the router.

Connecting wireless networks to the Internet

The Gigaset SE505 dsl/cable has a WAN interface that permits simultaneous access of
all the stations to the Internet. To use this functionality you will require a DSL connection
that is provided by an Internet Service Provider. Please check whether your Internet
Service Provider supports parallel access by several PCs.

Internet
€ = ‘_..f
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Linking a wireless network (WLAN) to a wired network (LAN)

A major advantage of wireless networks is their ability to work easily with existing wired
networks. You can set up a wireless network to link mobile stations with an existing
wired network. This requires all the stations in the wireless network to work in infra-
structure mode.

| )

(e
Wireless local network (WLAN)

L~ )

.. Access point

The Gigaset SE505 dsl/cable has four Ethernet interfaces (LAN ports). Up to four PCs can
be connected directly to these LAN ports. These PCs also access the Internet via the
Gigaset SE505 dsl/cable.

Please note:

You can also connect an Ethernet router to a LAN port, providing access to a larger
wired network. If you want to connect the Gigaset network to an existing network, a
variety of settings need to be taken into account. Therefore we cannot provide a gen-
eral example for this use; the configuration depends greatly on the networks in ques-
tion. We advise having configuration of such a network carried out by an expert.
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Extending a wireless network using a repeater

You can use a repeater, e.g. the Gigaset WLAN Repeater to extend the coverage of your
wireless network. To do this, set it up at the limit of the range of your wireless network.
The Gigaset WLAN Repeater will now transmit data traffic into its own wireless area.
This technology allows you to set up wireless networks that cover a much larger area
than would be possible with the Gigaset SE505 dslicable alone.

PCs that are to be integrated into a wireless local network using a Gigaset WLAN
Repeater must be equipped with a wireless network adapter or a USB adapter. For details
of how to enlarge your wireless network using a repeater, refer to "Extending the net-
work using repeaters” on page 19.

10
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Roaming

In a wireless network with several repeaters, roaming allows the connected subscribers
(PCs) to move freely between the different repeaters without breaking their contact
with the access point. As soon as there is a risk of losing contact, the PC automatically
searches for another repeater with a stronger signal. This allows you to set up wireless
networks that cover a much larger area than would be possible with just a single access
point (and a single additional repeater). Multiple repeaters also allow more subscribers
to be served simultaneously. The main area of application for WLANSs with roaming is on
large company sites and in universities.

- -

=) <))

Access i
Points

Ethernet

In a roaming network, all the users must use the same SSID (see page 38) and encryp-
tion (see page 39). The access point must be connected to a wired network (Ethernet).
For details, refer to the operating instructions on the CD supplied.

11
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Possible uses

No

matter which type of network you have opted for, Gigaset products for local net-

works offer a wealth of uses.

*
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Shared use of files

You can turn a PC on the network into a file server. All the central data is then stored
on this PC. Users on other PCs can hook up folders or entire drives on this file server
to their own PCs and work with them as if they were actually on their local PC. Vari-
ous access rights can be assigned.

How to release files for access to users on other PCs is described in Chapter "Sharing
files and printers",

— for Windows 98, 98 SE, ME from page 79

— for Windows XP from page 95

— for Windows 2000 from page 115

How to make released files on other PCs available on your PC is described:

— for Windows 98, 98 SE, ME from page 83

— for Windows XP from page 101

— for Windows 2000 from page 120

Shared use of printers

A printer is connected to a PC. In a network all the users can print their files using
this one printer.

How to release printers for users on other PCs is described in Chapter "Sharing files
and printers":

— for Windows 98, 98 SE, ME from page 80

— for Windows XP from page 97

— for Windows 2000 from page 119

How to make the printer connected to another PC available on your PC is described:

— for Windows 98, 98 SE, ME from page 86

— for Windows XP from page 104

— for Windows 2000 from page 124

Controlled access to the Internet

You want to prevent users accessing particular Internet services or children having
access to any Internet pages at all. With the Gigaset Routers you can

— completely isolate PCs from the Internet.

— restrict access to Internet services,

— prevent access to particular web domains or Internet sites.

How to set up these control functions is described in Chapter "Restricting access to
the Internet" from page 28.
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& Protecting local networks from unauthorised access

To protect your network from unauthorised access, you can for example

— set up access control for wireless users,
— set data encryption (only on wireless networks).

How to activate the security functions for your network is described in Chapter "Con-
figuring security features" from page 36.

Running games, conferences and telephony via the Internet

The Gigaset SE505 dsl/cable comes programmed with a comprehensive firewall
functionality that protects your local network against unauthorized access from the
Internet. Some applications however, such as games, video conferences, Internet
telephony etc., require the possibility of external access from the Internet to local
applications. The normal configuration of the router does not permit "external”
access and supports only those Internet applications that do not need more than
one connection (e.g. file transfer, email ...).

How to run such applications is described in Chapters "Internet games" from page 56
and "Network conferences with MS Netmeeting" from page 60.

Making your own server available on the Internet

Advanced Internet users might like to set up a Web server of their own so that they
can have their own home page or other offerings on the Internet. This requires a par-
ticular configuration of the Gigaset router. This is described in Chapter "Offering
your own server on the Internet” from page 63.

13



Connecting PCs simply and quickly

Connecting PCs simply and quickly

The easiest and fastest way of connecting two or more PCs is using an ad-hoc network
(see also page 7). In an ad-hoc network all PCs have the same rights. Each PC can pro-
vide resources that can be used by users on the other PCs. This permits fast data
exchange or shared use of files and printers (see also Chapter "Sharing files and printers'
on page 69).

The most simple ad-hoc network comprises two PCs that communicate with each other
without the need for an access point such as the Gigaset SE505 dsl/cable. The only
requirement is that each PC to be included in the ad-hoc network is equipped with a
wireless adapter, e.g. the Gigaset PC Card 54, Gigaset PCl Card 54 or a Gigaset USB
Adapter.

Using ad-hoc networks

Setting up an ad-hoc network could be useful in the following situations.

& You want to integrate your notebook into an existing local network temporarily to
exchange files or programs for example.

Local network Ad-hoc network

& Printers, Internet connections or other resources like files on an already installed PC

are to be used from other PCs.
p ‘@
|

Internet

14
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& Several users would like to play a PC game together.

Requirements

The following requirements have to be met if you want to set up an ad-hoc network:

L 4

Wireless network adapters such as the Gigaset PC Card 54, the Gigaset PCl Card 54
or a Gigaset USB Adapter must be installed on all PCs that are to communicate with
one another. Please read the relevant operating instructions on how to install these
adapters.

The IP addresses of the PCs must be static.

The IP address is used for the unique identification of a network component. IP
addresses can be assigned on a static or dynamic basis. This is determined during the
network configuration of the PCs. In many cases the IP addresses are defined as
dynamic and so can change every time a network connection is established.

Depending on the operating systems used in your network, ad-hoc mode may lead
to communications problems if dynamic IP addresses are used. Therefore you should
assign static IP addresses. You can find further information about this in the appen-
dix on page 126.

Setting network adapters for ad-hoc mode

For ad-hoc mode, you must reconfigure your Gigaset PC Card 54, Gigaset PCl Card 54 or
your Gigaset USB Adapter. You can do this using the Gigaset WLAN Adapter Monitor.

To configure the ad-hoc mode on your PC:
=>» Start the Gigaset WLAN Adapter Monitor by double clicking on the icon in the task-

bar.

iz
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The Gigaset WLAN Adapter Monitor is displayed.
=> Open the Configuration tab.

(The user interfaces may vary slightly according to the device used.)

Gigaset WLAN Adapter Monitor ﬂ

Metwork Adapter ISiemens Gigaset PCI Card 54 j

Status Configuration |F‘r0ﬁle| Site Monitor | About |

S5I0 | ConnectionPaink

Metwork Mode @ IF\d-an

Transmiission Rake Inuto Submit

Channel : |11

LefLef L Ll

Power Sawing : IDisabIe

Enmcryption : IDisabIe j Ry 1 :I""“"""**"‘*’*"'c
Type IOpen Key j Key 2 I e
Default Key IKEV 1 j Key 3 I [ —

¥ Hexadecmal ) A5CID KBY4=|**********

Hide |

=> |n the Network mode list, select the entry Ad-hoc.

Please note:

You must use the same values for Channel, SSID and Encryption on all PCs
involved.

=>» Click Submit.

=» Click Hide to close the window.
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Checking the connection

Once you have completed the steps described in Section "Setting network adapters for
ad-hoc mode" for each PC in the ad-hoc network, you can check whether a connection

has been established.

This can be done as follows:
=> Open the MS-DOS prompt. This can be done by clicking Start — Programs — Acces-

sories - Command Prompt.

M4 MS-DOS Prompt El=M[=1E3

Microsoft(R> Windows 78
(C)Copyright Microsoft Corp 1981-1999.

C:“\WINDOWS >_

=>» Then for each PC to be linked enter a ping command. To do this you will need the

name of the PC in the network or its IP address.

Example:

You want to connect three PCs in your ad-hoc network. You have assigned the IP
addresses 192.168.2.101 (PC 1), 192.168.2.102 (PC 2) and 192.168.2.103 (PC 3)

for the PCs.
Enter in the command prompt on PC 1:

ping 192.168.2.102 (checks whether data exchange with PC 2 is possible)
ping 192.168.2.103 (checks whether data exchange with PC 3 is possible)
Apply the same procedure on the other PCs.

Please note:
If you have forgotten which IP addresses you assigned, you can find the IP address
on each PC by using the command ipconfig.
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L 4

18

The ping command sends data packets to the PC with the specified IP address and
checks whether the addressed PC responds. If this is the case, the command
presents statistics about the connection, e. g. how many data packets were sent,
how many received, how long the transfer took, etc. If you can see this information
then the connection to the addressed PC is functioning properly.

If the command does not return any statistics, but ends with a time-out, then this
means that the components cannot communicate with each other. Reboot the PCs
and check that you have carried out all the steps in the Section "Setting network
adapters for ad-hoc mode" correctly.

You can close the command prompt window by entering the exit command.
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Extending the network using repeaters

You can use repeaters to extend the range of the Gigaset SE505 dsl/cable in your net-
work. Two options for using the Gigaset WLAN Repeater are described below:

# Extending wireless coverage using a Gigaset WLAN Repeater
& Roaming using several Gigaset WLAN Repeater

Extending the network wireless coverage

The Gigaset WLAN Repeater uses the functionality of the Wireless Distribution System
(WDS) to extend the range of an existing wireless network (see also "Extending a wire-
less network using a repeater" on page 10).

To achieve this, you must configure the Gigaset WLAN Repeater accordingly and activate
the Wireless Distribution System (WDS) function on the Gigaset SE505 dsl/cable.

This is done as follows:

1. On the Gigaset SE505 dsl/cable make the settings for operation with a repeater (see
below).

2. If necessary, disable encryption (WEP) and MAC control on the Gigaset SE505 dsl/ca-
ble (see page 20).

3. Configure the Gigaset WLAN Repeater to work with the Gigaset SE505 dsl/cable (see
page 21). Do not set any encryption yet.

4. Now test the connection between the router and the repeater (see page 22).
5. Set WEP encryption on the router and the repeater (see page 23).

6. Make the necessary settings on the PCs to integrate them into the network (see
page 24).

Settings on the Gigaset SE505 dsl/cable

To start configuration, proceed as follows:
=> Start your Internet browser.

=> Enter the router IP address in the address bar of your Internet browser. Unless you
have configured the router with a different IP address, this will be

http://192.168.2.1
You will then see an Internet site containing a login dialog.
=> |f a password has already been assigned, enter it and click LOGIN.
=> After successfully logging in, select Advanced Setup.
Wireless Distribution System (WDS)
=> In the Wireless Settings menu, select Wireless Distribution System.
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Wireless Distribution System

Wireless Distribution System (WDS) enables & single access point to act a3 a repeater station or as & wireless bridge to expand netweork infrastructure. You can
enable fdizable WDS and select the devices you wart to use a3 & repeater or bridge by their MAC address

A & Ensbled  Dissbled

Al available devices @ Listed devices

MAC address l_ l_ l— I— l— l—

Name (optionsl) |

Add to the list

| Mo member adced yet |

=> |n the Wireless Distribution System field, select the Enabled option.

=>» |n the Used wireless devices field, select Listed devices and enter the MAC address
of the repeater in the fields underneath. The MAC address of the repeater can be
found on the underside of the device or on the Gigaset WLAN Adapter Monitor site
monitor.

=> Enter the name of your choice for the repeater. This name helps you to identify the
various devices more easily.

=> Click on Add to list.
The repeater is added to the list.
=> Click on APPLY.
Basic settings
=> |n the Wireless Settings menu, select Basic Settings.
=> Activate the wireless module on the repeater.
=» Change the default SSID, e.g. my_router, and note the name.
LAN settings
=> Open the LAN menu.

=>» Use the default IP address 192.168.2.1, and 255.255.255.0 as the subnet mask
(menu option IP of internal router).

=> Activate the DHCP server for automatic assignment of IP addresses to the connected
devices (menu option DHCP server)

Disabling encryption and access control

First of all, disable encryption until you have made the basic settings on the repeater
and tested the connection to the repeater.

=> |n the Wireless Settings menu, select Encryption.
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=>» Depending on the set encryption type, change the following selection fields: For
Network Authentication select disabled, for Data encryption select off.

=> |n the Wireless Settings menu, select Access control and disable it.

Configuring the Gigaset WLAN Repeater

To prepare for configuration, first of all carry out the following steps:

=> Using a cable, connect the repeater to the PC you want to use for configuration and
turn on the repeater.

=>» Update your PC's IP address. To do this, open the command prompt (Start — All Pro-
grams — Accessories — Command Prompt) and enter the commands ipconfig /
release and ipconfig /renew one after the other. The PC is connected to the
repeater and you can now call up its configuration program.

The Gigaset WLAN Repeater is preset as the repeater in the factory. Therefore, you only
have to make a few entries for the basic and security settings.

=» Start your Internet browser.

=> Enter the repeater IP address in the address bar of your Internet browser. Unless you
have configured your device with a different IP address, this will be

192.168.2.254
You will then see an Internet site containing a login dialog.

=> |f a password has already been assigned, enter it and click OK (the default settings
is admin).

=> After successfully logging in, select Basic Setup.
=> In the next two windows, click on Next.

=> On the Repeater page, select the Gigaset SE505 dsl/cable, whose range you want
to extend.

Baszic Setup - Wireless Settings

# SSID MAC address Channel
Comment Status Tyvpe

1 ConnectionPoirt 00-01 -E3-04-94-D7F 11

W levsilable 11g

2 Gigaset SE315 00-90-96-52-28-50

™ | Lﬂ.vailable
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You will now see a list of all access points that can be reached with their SSID, MAC
address, wireless channel and type.

=> To refresh the display, click on Refresh.
=> Select the check box with the SSID (my_router) for the Gigaset SE505 dslicable.

=> Enter a name for the router in the box below the SSID. This name will help you to
identify the various devices more easily.

=> Click on Next.
WLAN settings

=> Next enter the SSID of the repeater on the Wireless Network page. The radio chan-
nel is automatically transferred from the router.

=>» Click on Next.
LAN settings
In the next step, you will see the LAN screen for the basic settings of your local network.
=> Under IP address type, activate the Obtained automatically option.
The repeater then obtains its IP address from the router.
=> Exit the basic settings.

Testing the connection between the router and the repeater

Once you have made the basic settings on the repeater, it should be possible to establish
a connection between the repeater and the Gigaset SE505 dsl/cable.

=>» Open a new browser window and enter the IP address of the Gigaset SE505 dsl/cable
(default 192.168.2.1).

The start window for the router configuration program then appears. If not, check the
settings made previously on the router and the repeater, as described above.
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Setting WEP encryption on the router and the repeater

If you were able to establish a connection between the router and the repeater after
completing the basic settings on the two devices, now set the encryption you want to
use to protect your wireless data transmission from eavesdropping.

Setting the encryption on the repeater
In the configuration program, select Advanced Setup — Security — WEP.
=> Enable WEP encryption on the Gigaset WLAN Repeater.

=>» Select the WEP encryption length corresponding to the settings on the Gigaset
SE505 dsl/cable (128 bit).

=> Enter the 128-bit key you are using for the router (e.g.
234567ABC8912345DEF1234567) in the Key 1 field. The box next to Passphrase
must not be checked.

=> |n the Default key list, select the number of the field in which you entered your key,
i.e. 1.

=> Click on OK.
You can now set up the repeater at the desired location.

Setting the encryption on the router

For operation with a Gigaset WLAN Repeater the only encryption method currently sup-
ported is WEP encryption.

=> Connect the router to the PC using a cable and start the configuration program.
=> |n the Wireless Settings menu, select Encryption.

=> Enable WEP encryption. If you have not yet set any encryption, set the same 128-bit
key as is set on the repeater, e.g. 234567ABC8912345DEF1234567 (see "64- and
128-bit key" on page 40). Note the key, as you will need it for configuration of the
network adapters.

The connection between the router and the repeater should now work again.

Please note:

The wireless connection to wireless connected PCs is interrupted until you have also set
up WEP encryption on the PCs' network adapters.
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Settings on the PCs in the wireless network

PCs that are to be integrated into a wireless local network using a Gigaset WLAN
Repeater must be equipped with a wireless network adapter (Gigaset PC Card 54,
Gigaset PCl Card 54 or a Gigaset USB Adapter).

=> Set the PCs to automatically obtain the IP address (see "Configuring the local net-
work" in the operating instructions on the CD).

=>» Set WEP encryption on the network adapter. Use the same 128-bit key as for the
router and the repeater (e.g. 234567ABC8912345DEF1234567). Refer to "Setting
WEP encryption on the network adapters" on page 48 for details.

=> Now edit and activate the list for MAC access control on the router (see page 42).
=> You should restart all the devices once all the configuration settings have been
made.

Roaming using repeaters

The Gigaset WLAN Repeater enables you to use roaming in your network. Roaming pro-
vides optimum connection quality and uninterrupted data transmission while you move
around within the range of your network. Your PC always automatically establishes a
connection to the access point via the repeater with the strongest signal, without inter-
rupting data traffic (see also "Roaming" on page 11).

To operate a network with roaming, note the following:
& The same SSID must be used on all components in your network, i.e. on the router,
the repeater and the PCs' network adapters.
& The same radio channel must be used. This setting is normally made automatically.
& All components must be located in the same IP subnet. This means:
— You must use the same subnet mask (e.g. 255.255.255.0).

— With a subnet mask of 255.255.255.0 only the last section of the IP addresses
may be different.

& |f the DHCP server is activated on the repeaters, address blocks for the IP addresses
to be assigned may not overlap.
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Example of roaming with two repeaters

&)

= )

Gigaset WLAN Repeater A

((( l

)

((\ | (W

Gigaset WLAN Repeater B

((( o

In the example below, the two repeaters are configured with the following settings:

Repeater A IP address: 192.168.2.210

Address block for PCs connected to repeater A: 192.186.2.211 - 192.186.2.229

Repeater B IP address: 192.168.2.230

Address block for PCs connected to repeater B: 192.186.2.231 - 192.186.2.249

The Gigaset SE505 dsl/cable that acts as the access point has the IP address

192.168.2.1.

The configuration settings described below must be made separately for each of the
two repeaters. To do this, connect each of the repeaters in turn to a PC using a cable.

=>» | og into the configuration program as described in section "Configuring the Gigaset

WLAN Repeater" on page 21.

=> In the Advanced Setup — Network menu in the configuration program, select the

LAN option.
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Acvanced Setup - Metwoark - LARN
LAH

ACCEss poirt name: ‘ |

IP adldress type: " Obtained automatically  ©* Static
IP acldress: . . .

Subnet mask: 285 [285]. [255] [0 |

DHCP server: & oon O o

Lease time: ‘ 1 hour ~

Start IP address:

End IP address:
Default gatesway:
Preferred DMNS server

Alternate DMS server:

Domain name:

Cancel

=> In the Access point name field, enter a name for repeater A.
=> Under IP address type, select the Static option.

=> In the fields below, enter 192.168.2.210 as the IP address for repeater A and
192.168.2.230 for repeater B and enter 255.255.255.0 as the subnet mask.

=>» For DHCP server, select the On option.

=> In Lease time, specify how long the PCs should retain the assigned IP addresses
before changing them. You can set the connection time to Unlimited. This means
that an IP address is assigned for an unlimited period of time.

The values of Start IP/ End IP define the range of IP addresses that repeater A is to use
to automatically assign IP addresses to PCs.

=> Select 192.168.2.211 to 192.168.2.229 as the address range for repeater A and
192.168.2.231 to 192.168.2.249 for repeater B.

=> |n the Default gateway and Preferred DNS server fields, enter the IP address of the
Gigaset SE505 dsl/cable.

=> Click on OK to apply the settings.
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Please note:

& The address block you enter must not overlap with those of DHCP servers in your
network or static address of devices connected to your network. Otherwise there
might be IP address conflicts if the same IP address is assigned to several devices in
your network. This can impair or block the reachability of some or all of the devices
in your network.

& The first three fields of the first and last IP address must always be identical to the
first three fields of your Gigaset WLAN Repeater's IP address, as the subnet mask is
always 255.255.255.x. This means that the first three address segments for all net-
work components must be identical.
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Restricting access to the Internet

The default setting in your router is that all PCs registered with the router can use all
Internet services and access all Internet pages. For security and cost reasons many users
attach greatimportance to controlling access to the Internet. Particularly for parents, for
example, it is important that their children cannot access certain Internet pages or that
their children's PCs cannot access the Internet at all.

You can use the filter function to determine which PCs may use which services and block
access to various Internet addresses. Once the filter function is enabled, only those PCs
that are in the table can connect to the Internet. All the other PCs are completely cut off
from the Internet.

Under the general heading Filter the Gigaset Router offers the following protection
functions:
# Filtering of services (see page 29)
Here you can define which PCs are to have access to the Internet and which Internet
services can be called from which PC.
& URL filtering and domain blocking (see page 34)
This allows you to prevent a particular Internet site with a particular URL address or
Internet sites from a particular domain from being displayed.
Example:
— Blocking the URL http://lwww.abcd.com means that no Internet sites from the
domain www.abcd.com are displayed.

— Blocking the URL http://www.abcd.com/produkte means that the specific Internet
site http://lwww.abcd.com/produkte and all subordinate sites are blocked.

Requirements

You always define a services filter for a given PC. A defined filter can only be assigned
properly if the PC can be identified uniquely. There are two ways of ensuring this:

& Via the registration to the router

This is only possible for PCs that obtain their IP address via the router's DHCP server
and are registered with the router. These PCs are shown in a selection list and you
can define a filter for them without any further information.

& Via the MAC address

You can use this when a PC does not obtain its IP address via the router's DHCP server
or the PC does not happen to be registered with the router.

The MAC address is the hardware address of the network adapter use for connecting
to the router. It is fixed and cannot be changed.

If you want to set filter functions using MAC addresses, you have to know the PC's
MAC address. Open the MS-DOS prompt on the PC in question and enter the com-
mand ipconfig Zall.This command returns detailed information about the net-
work adapters. You will find the MAC address of each installed network adapter
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under Physical address. If there are several network adapters in the PC, make sure
you use the right address.

Please note:
Changing the network adapter renders the PC's authorization ineffective, as a dif-
ferent adapter also has a different MAC address.

Configuring the filter

The example configuration on the following pages is based on the following assump-
tions:

@ Unrestricted Internet access for PC "My_PC".

Peter's PC is to have access to a particular service, "SuperService".

Anna's PC is to have Internet access, i. e. access to HTTP service.

A series of Internet addresses (URLSs) is to be blocked.

All the other PCs are to be completely cut off from the Internet. This is done auto-
matically once you enable the filter.

To set up this configuration:

L K R R 4

1. Configure access to Internet services (see page 29).
Create a filter list with

— an entry for the PC "My_PC" with unrestricted access (see page 31),
— an entry for Peter's PC with access to "SuperService" (see page 32),
— an entry for Anna's PC with access to the HTTP service (see page 33).
2. Block access to particular Internet sites by defining URL blocks (see page 34).

Starting filter configuration

To start filter configuration:
=» Start your Internet browser.

=> Enter the router IP address in the address bar of your Internet browser. If you have
not configured the router with a different IP address, this will be

http://192.168.2.1

You will then see an Internet site containing a login dialog.
=>» |f a password has already been assigned, enter it and click LOGIN.
=> After logging in, select Advanced Setup.
=> Open the Filter menu.

Providing and restricting access to Internet services

If you want to provide or restrict access to Internet services, you have to define a filter
table. Open the Filter window.
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=>» Select in the left-hand pane the entry Filter — Internet Services.

Internet Services

Disabling the WAN port ping replay makes your router mare secure against possible attacks from external hosts. For the PC's in your
local netwark you can define sewvices the PC can use in the internet. Other sevices are filtered. The table can have up to 16 entries.

Part Ping B Disabled © Enabled
' Use the list to allow the access to the intemet @ Do not use the list

& Select predefined services from the list
" Define senice manually

Predefined services Protocal Port

HTTR - [ TCF IBD
Select P> |

| Neo filter defined yet |

The filter's default setting is disabled, i. e. all the PCs connected have access to all serv-
ices. You have to set up a filter table before activating the filter function. Each entry in
the filter table assigns a particular service to a given PC. You can make up to 16 entries.

All the PCs you include can use the Internet services assigned to them. PCs not in the
table cannot connect to the Internet.

Please note:

If you block the Internet access for the PC you are using you will no longer have any
access to your Gigaset Router user interface because you have to enter an http address
to openitand thus use an Internet service. The access block applies once you activate
the filter. If you have accidentally blocked access to the user interface, you will have
to reset the router. To do this, press the Reset button on the rear of the device for at
least seven seconds. Please bear in mind that this will restore all configuration set-
tings to the factory settings.
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Permitting all services for a PC

You want to add a PC to the filter table with the name "My_PC" with full Internet access
rights. The PC has already been registered with the router.

This can be done as follows:

=> Open the Predefined services selection list and select the entry ALL.

Fredefined senices Pratacol Part

ALL i fo-0

SElEctPL>> |

=>» Click Select PC>>

@ Digabled € Enabled
& Use the list to allow the access to the intermet © Do not use the list

& Select the PC fram the list.
© Select PC manually

These PC's are active booked in.

hy_PC 00:90:96:4b:db:93 j

<< Back Add to Lists>

=>» Select the appropriate PC from the list of registered PCs.
=> Click Add to list.
=> Click APPLY.

Allowed service _
| ALL | 0o | Iy _PC | Detail ‘ Delete |

The PC has now been added to the table.
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Permitting non pre-defined services for a PC

Peter's PCis to be permitted to access a particular service available on the Internet under
the name "SuperService". This will require certain information about the service, e. g.
the protocol and the port number(s) that the service uses.

Peter's PC is not connected to the router at the moment so it will have to be registered
manually.

=>» Select Define service manually.

' Select predefined senices from the list
& Define serice manually

Service name ISuperSewice

Protocal & TCP € UDP
nt to filter :
Part |1?D4
Select PC>» |

=>» Again enter the name of the service.
=>» Select the protocol the service uses.

=> Enter the port number(s) used by the service for communication. You can enter a
block of port numbers with a hyphen (1230-1239) or different port numbers sepa-
rated by commas.

=>» Click Select PC>>

=> As the PC is not registered at the moment, you will have enter it manually. Select
Select PC manually.

" Select the PC from the list.
& Select PC manually

PC Mame (optional) IPeters_PC
MAC-Address [0 Ji3 s fo iz .fFe

«Back | AddoList> |

0 you define the PC:

=>» Enter a name for the PC so that you can find it more easily in the table in future. You
can assign any name you want.

=> Enter the PC's MAC address (see page 28).
=» Click Add to list.
=> Click APPLY.
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Allowed service

| ALL | 0 | My_PC

| SuperService | 1704 | Peters_PC

The PC has now been added to the list.

Permitting pre-defined services for a PC

Now we need an entry for Anna's PC. She is to have restricted Internet access, i. e. she
must be assigned the HTTP service.

=>» Select the entry HTTP in Predefined services.

N & Select predefined services from the list
8 Define service manually

Predefined services Protocol Part

HTTP hd TCF 80
Select PS>

=>» Click Select PC>>

WAR Part Ping Replay : JOENEREY SRS
@ Use the list to allow the sccess to the intermst © Do not use the list

& Select the PC from the list,
" Select PC manually

_ These PC's are active booked in.

=>» Select the appropriate PC from the list of registered PCs.
=> Click Add to list.
=> Click APPLY.

aw da you define the PC:
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‘ ALL | 0-0 | My_PC
‘ SuperService | 1704 | Peters PC
‘ HTTF | g0 | Annas_PC

The PC has now been added to the table.

Activating the filter

Once you have added all the entries you want to the filter table, you have to activate the
table.

Part Ping Replay :

Disabled © Enabled

[l
& Use the list to allow the access to the intemet © Do nat use the list
& Select predefined sewices from the list

I

Define service manually

Predefined senices Protocol Part

HTTP =l free [50
ant to filter :

Select PC »> |

=>» Activate the filter.
=> Click APPLY.

Please note:
No new entries can be made to the list while it is active.

Blocking access to certain Internet pages

All we have to do now is set up the URL filter for blocking Internet pages.

Please note:
The assigned URL filters must always be valid for all PCs.

=> |n the left-hand pane, select the option Filter — URL Filter.
Initially the list is empty.

=> Enter the URL you want to block. The specified domain or Internet page and all the
subsequent pages will be blocked.
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VESIIEES & Enabled © Disabled

Ihtlp:,.’hwmu.supergame.u:om Add to the list |

| Ma URL added et |

=>» Click Add to list.

& Enabled  Disabled

Add to the list |

Delete

‘www.supergame.cnm Delete |

=> Add any further URLs to the list.

‘www.supergame.cam ‘ Delete |

‘www.ermicnet.de ‘ Delete |
‘www.gewalt.de ‘ Delete |

=> Click APPLY.
This permanently blocks the specified Internet pages.
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Configuring security features

You should make the following settings for the greatest possible security in your local
network:
& Protect your router configuration with a password (see page 37).
This will prevent users on your network from changing your router's settings, espe-
cially the security settings themselves.
For wireless networks you should also:

& Change the SSID (Service Set ID) (see page 38).
Change the factory-set SSID ConnectionPoint to a new secret password, preferably
a combination of numbers, letters and special characters. Only those who know the
SSID can log in to your router in wireless mode. Avoid proper names or words that
your neighbour for example could easily guess.

& Disable the broadcast function for the SSID (see page 38).
Then the router will no longer transmit the new SSID and it can no longer be "read"
by eavesdroppers.

& Enable an encryption method (WEP or WPA-PSK) (see page 39).
The flow of data is encrypted, preventing eavesdropping in the network.

& Create an access table (MAC access table, see page 42)

This determines which PCs have wireless access to your router. All the others will be
excluded.

Please note:

& The SSID, the encryption method and the key used must be the same on all wire-
less devices.

& Before you change your Gigaset SE505 dsl/cable settings, we recommend that you
back up the current functioning state of the router first!
To do this select in Advanced Setup Administration -Backup and Restore. Click
Backup, follow the dialogue that appears and save your settings.

The Gigaset SE505 dsl/cable has a security setup that guides you step by step through
the most important configuration actions for router security. This can also be done via
Advanced Setup. Here we will describe configuration using Security Setup with appro-
priate references to the corresponding functions in Advanced Setup.

Launching Security Setup

To launch Security Setup:
=> Start your Internet browser.

=> Enter the router IP address in the address bar of your Internet browser. Unless you
have configured the router with a different IP address, this will be

http://192.168.2.1

36



Configuring security features

You will then see an Internet site containing a login dialog.

=> |f a password has already been assigned, enter it and click LOGIN.

=> After logging in, select Security Setup.

Security Setup takes you through the following steps:

1. Assign configuration password (see page 37)
2. Change the router's SSID (see page 38)

3.
4
5

Set up encryption (see page 39)

. Set up access control (see page 42)

Back up the configuration (see page 46)

Protecting your configuration with a password

After installation, your router configuration is not yet protected with a password. To pre-
vent unauthorised changes to the configuration, you should assign a password and
change this password from time to time.

Step 1 of 5: Set Login-in password

You may set a login password to protect your router configuration.Enter & password (max.32 characters, valid characters: A-Z, a-z, 0-
9) and confirm the new password. If you don't want o use a password, keep this input boxes empty.

Please keep the password in mind.

=>» Enter a password in the Enter New Password box and repeat it in the box under-

neath.

The password must be between 3 and 32 characters long. It is not case sensitive.
Avoid names and all too obvious words. Mix letters and numbers.

Please note:

Remember the password that you have assigned. If you ever forget the password
you will have to reset your router. To do this, press the Reset button on the rear of
the device for at least seven seconds. Please bear in mind that this will restore all
the settings to the factory configuration. No password will be active either.

=> To apply the settings click NEXT.
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Please note:
Use the following function in Advanced Setup if you want to change the password
later on: Administration

Changing the SSID and disabling Broadcast

A wireless network is defined by giving all the components an identical SSID (Service Set
ID). The factory setting for the router's SSID is ConnectionPoint. You should change this
setting to make sure that nobody can log in to the network unnoticed. You should also
prevent the SSID being included in the data packets sent over the network. This could
allow persons eavesdropping on the data traffic to gain unauthorised access to your net-
work.

Carry out the following steps:
1. Change the SSID on your router and define that it should no longer be visible.

2. Change the SSID accordingly for all wireless network adapters on all PCs(see
page 47).
You will be changing your router's SSID in the next step of Security Setup.

Step 2 of 5: Wireless Network ID {SSID}

You may change the 3310 to distinguish your wireless router from athers. Max. 32 characters (42 a2z 0-9).

If you change the S5ID you have to reconnect your PCs to your wireless router.

hlyfilet

*fou need the 551D, when you connect your PCs to your wireless router.

S50 invisible means, that your router does not broadcast its 3510, Therefare you have to know your SSI000f you want to establish a
connection ta your network.

 vigible @ invisible

If you set the 551D invisible, keep the SSID in mind !

=>» Enter an SSID of your choice. It can be up to 32 alphanumerical characters long.
Avoid names and all too obvious words. Mix letters and numbers.
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=> |n the SSID visible row, select the option invisible. This disables the broadcast func-
tion for the SSID.

=> To apply the settings click NEXT.

Please note:

Use the following function in Advanced Setup if you want to change the SSID later on:
Wireless Settings — Basic Settings

Once you have completed Security Setup, you have to change the SSID on the wireless
network adapters of the connected PCs as well, otherwise they will no longer have
access to the router's wireless network. For details of how to do this on a Siemens
Gigaset PC Card 54, Siemens Gigaset PCl Card 54 or a Siemens Gigaset USB Adapter,
refer to page 47.

Transferring encrypted data

Wireless networks are even more susceptible to the risk of eavesdropping than wired
networks. Given the typical ranges of wireless network adapters all the intruder needs
is a laptop or PDA with an appropriately configured network card to listen in on any com-
munications over a nearby wireless LAN. We therefore recommend that you enable one
of the following encryption methods on your wireless network components.

& WEP

The WLAN standard IEEE 802.11 specifies the WEP (Wired Equivalent Privacy)
encryption mechanism for data encryption and authentication of a terminal with a
base station (e. g. the Gigaset SE505 dsl/cable). The following section describes the
configuration of the router for WEP encryption.

& WPA-PSK

Encryption and authentication using WPA-PSK provides a higher level of security. To
use WPA-PSK, itis necessary for all components in your wireless network to support
WPA-PSK. Details of the Gigaset SE505 dsl/cable settings for WPA-PSK can be found
on page 41.

If you are using a Gigaset WLAN Repeater to extend the range of your network, you must
use WEP as your encryption method.

Please note:

WEP or WPA-PSK will protect data that is transferred between wireless stations. How-
ever, encryption does not protect transmissions on your wired network or over the
Internet.

WEP encryption

To activate WEP encryption on your wireless network components:

1. Activate Web encryption on your Gigaset SE505 dsl/cable and enter a 64- or
128-bit key.
Remember the key you entered!
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2. Activate Web encryption on the wireless network adapters and enter the same
64- or 128-bit key (see page 48).

In the following steps we assume that your wireless network has already been set up
and is functioning properly.

64- and 128-bit key

You can choose either the standard 64-bit key or the more robust 128-bit key for encryp-
tion. The keys are entered in either hexadecimal or ASCIl format. You have to use the
same keys for encryption and decryption for the Gigaset Router and all your wireless
network adapters.

Setting WEP encryption on the router
In the next step of the Security Setup you will set the WEP encryption on your router.

Step 3 of 5: Set WEP - Key {Wired Equivalent Privacy)

ASVEPR - Key protects your wireless network against unauthorised access. It's recommended to use a WEP - Key.

O OWEP Key 128 Bit  © WEP Key 64 Bit # Do nat use a WEP Key

Please note: We recommend to use a WEP Key !

=> Select the encryption mode: 64 or 128-bit.
The Internet site then has an added section where you can enter the key.

The following illustration shows the page after selecting a 128-bit key.

AMWVEP Key protects your wireless network against unauthonised access. It's recommended to use a YWEP Key

@ WEP Key 128 Bit | € WEP Key B4 Bit " Do not use a WEP Key

Enter Input-hode @ Numbers and characters(Hexadecimal) € Characters (ASCI)

Walid characters: 0-9, A-F, 26 characters. This key is needed, when you connect your wirless computers to your router.

If you choose hexadecimal, you can use characters 0to 9and Ato F.

— With an encryption depth of 64 bits, the key is exactly 10 characters long.
An example of a valid key would be: 1234567ABC.
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— With an encryption depth of 128 bits, the key is exactly 26 characters long.

An example of a valid key would be: 234567ABC8912345DEF1234567.
If you choose ASCII, you can use characters 0 to 9 and A to F and the special char-
acters of the ASCII character set.

— With an encryption depth of 64 bits, the key is exactly 5 characters long.
An example of a valid key would be: GIGA1.

— With an encryption depth of 128 bits, the key is exactly 13 characters long.
An example of a valid key would be: GIGASET_SE505.

Please note:

It is very important to make a note of the key you enter. You will need this infor-
mation to configure the wireless network adapters properly.

Do not use the values in this example for your configuration.

& To apply the settings click NEXT.

Please note:

Use the following function in Advanced Setup if you want to change the WEP key later
on: Wireless Settings — Encryption

Once you have completed Security Setup, you have to change the WEP encryption on
the wireless network adapters of the connected PCs as well, otherwise they will no
longer have access to the router's wireless network. For details of how to do this on a
Siemens Gigaset PC Card 54, Siemens Gigaset PCI Card 54 or a Siemens Gigaset USB
Adapter, refer to page 48.

WPA encryption

WPA is a standard method for user identification during network login as well as for
data encryption during transmission. WPA is more secure than WEP.

Not all of the network adapters currently available in the Gigaset range support WPA.
The necessary settings for the example of the Gigaset USB Adapter are described on
page 50. Please check in the operating instructions for your device whether WPA is sup-
ported. We recommend that you set this WPA encryption on your wireless network
components.

If you also want to use this encryption method with a Gigaset network adapter that does
not support WPA, note the following:

® Your PCs must run on the Windows XP operating system.

& Additional software is needed on the PCs. On the Microsoft website, you will find an
update for installing WPA on your PC. Configuration is then carried out using the
standard configuration tool for "Wireless Network Connections” in your Windows
system. Further information is available on the Microsoft website and under "Con-
figuring WPA encryption under Windows XP" on page 52. No further configuration
actions are necessary for the network adapter.

In the following instructions, we assume that your wireless network has already been
set up and is functioning properly.
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=> |n the Encryption mode field, select WPA-PSK.

Step 3 of 5 Set Encryption

Encryption protects your wireless network against unauthorized access. You can choose between \WPA-PSK (Wireless Protected Access-Pre Shared Key) or
WWEP (Wired Equivalent Privacy).

Encryption Mode & wpa-PSK 7 \WEP Key 128 Bt ' WEP Key 64 Bit Mo Encryption

Erter a hard-to-guess passphrase (hetween § and 63 characters) in the WPA Pre-Shared Key field. The same key must be used when you connect your
weirgless computers to your router.

WWPA Fre-Shared Key

I you change encryption mode or key, the connection to your wireless PCs will be lost when the security setup is finished. Afterwards you
must enter the same mode or key on all PCs which you wish to connect wirelessly.

=> Enter a key in the Pre-shared key field, e.g. xyz545556cba. Make a note of the key.
The key can be made up of between 8 and 63 characters. The same key must be
entered when you connect your wireless PCs to the router.

=> To go to the next step in the Security Setup, click on NEXT.

Please note:

To set or modify the WPA key at a later date, use the following function in the
advanced setup: Wireless Settings — Encryption

Once you have connected the Security Setup, you must then set the WPA encryption on
the wireless network adapters for the connected PCs, as otherwise they will no longer
be able to access the wireless network via the router. For details of how to do this for a
SiemensGigaset USB Adapter, refer to page 50. For details of how to set up WPA

encrcryption for PCs with network adapters that do not support WPA, refer to page 52.

Setting up access control

In the next step of Security Setup you can decide which PCs are to have wireless access
to your router and thus to your local network. Access is controlled via the MAC addresses
of the PCs' network adapters. These MAC addresses are entered in a MAC access table.
Once the access control is activated, only those PCs that are in the table can connect to
the Internet. The table can hold up to 16 entries.
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Please note:

If you intend to activate MAC access control, you should enter at least the PC you want
to use for configuring the router. Otherwise you will no longer have any access to the
router's user interface. You will receive a warning message to that effect.

If you accidentally exclude all PCs from accessing the router, there are two options

available:

# You can completely reset the router. To do this, press the Reset button on the rear
of the device for at least seven seconds. Please bear in mind that this will restore
all configurations to the factory settings.

® You can connect a PC to the router via one of the LAN sockets. As MAC access con-
trol only applies for PCs connected in wireless mode, you can then use the PC for
changing the router's configuration.

The default setting for access control is deactivated. That means all the PCs using the
correct SSID can register. To retain this setting click NEXT.

Step 4 of 5: MAC Access Control

‘ou can define the PCs, which are admitted to your wireless netwark. The PCs are identified by their MAC-adress, which is a unigue
identifier of the wireless network adapter. For that use the MAC access control list, otherwise don't use it

@ enable © disable

To activate access control :

=» Select MAC access control list. The last defined access table will be shown and acti-
vated. Only these PCs can now register with the router.

If you are using this function for the first time, you will have to define a MAC access
table.
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The new entry will be defined through

% List of active booked in devices T MAC Address

mher Tao The List

Active PCIPC-my_PC 00:90:96:3d:a4:08 j

Acdd to st |

> Address

Mo member added yet |

You can do this in two different ways:

*
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Using the list of registered PCs

Use this option if the IP addresses on the local network are assigned by the router's
DHCP server and the corresponding PCs are registered.

— In this case, check the List of logged on PC's option.

— Then select from the list all the PCs that are to have access and then click Add to
list.

Please note:

If you want to add PCs to the table that are not registered at the moment, first
deactivate the MAC access table, register all the PCs you want to include in the
table with your router and then reactivate the MAC access table.

By direct entry of the MAC address

Use this option if the IP addresses are not assigned by your router's DHCP server but
are static or if the PCs you want to include are not registered with the router at the
moment.

Please note:

You can find the MAC addresses of the PCs' wireless network adapters using MS-
DOS prompt with the command ipconfig Zall on the PCs in question.

— In this case, check the MAC Address option.
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The nesw entry will be defined through

 List of active hooked in devices & MAC Address
Add A Member To The List - | ol CCIRE ERE TR EE WAHC 6

Imy_PC Marme (optional)
Add to list |

Ma member added yet |

— Enter all the MAC addresses of the PCs that are to have access. The table is easier
to handle if you assign a name to the PC and then click Add to list.

The new entry will be defined thraugh

€ List of active booked in devices & MAC Address
Aernber To The Li I il : I : I I : I MAC-Address

I Mame (optional)
Add o list |

Delete

my PC 00:20:96:49:3d:ad ‘ Delete |

=> To delete an entry from the table, click Delete in the right-hand column of the table
entry.

=>» To apply the settings click NEXT.

Please note:

Use the following function in Advanced Setup if you want to add or change the access
control later on: Wireless Settings — Access control
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Backing up the configuration

In the final stage of Security Setup you can back up your router settings to a file and
store it on your PC or other data medium. All the current settings are backed up, includ-
ing those you made before e. g. in Basic Setup or Advanced Setup. If needed, you can
use this file to restore the current configuration of your router. Backed-up data can be
restored using the Administration — Backup and Restore menu item in Advanced
Setup.

Step 5 of 5: Save Setting

‘fou can save your settings on your PC. i you have in future any problems with your rodter cofiguration, you can transfer this
configuration file to your rauter. This function is grovided in the andvanced configuration menu, backupdrestore,

7 Save configuration to PC

You find further security features, like filter, port forwarding in the advanced setup.

If you have changed the SSID or WEP Key you will now loose the connection to the router. You have to
enter the same settings in the utility tool of your wireless connected PC.

=> |f you want to back up the current settings, enable Save configuration to PC. If you
do not want to back up the current configuration, disable this option.

=> Click FINISH to close Security Setup.

=> |f you have enabled Save configuration to PC, the file download window will
appear in your Browser. Enter where you want to save the file.

The Security Setup settings are now active on your router.

Please note:

Use the following function in Advanced Setup if you want to back up the configura-
tion settings later on: Administration — Backup and Restore
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Security configuration on the network adapters

You then have to configure the set SSID and — if set up — the WEP or WPA key for the
wireless network adapters on your PCs. Only then can you register with the router again.

Changing the SSID on network adapters

You can use the Gigaset WLAN Adapter Monitor to change the SSID on all wireless net-
work adapters (Gigaset PC Card 54, Gigaset PCl Card 54 or Gigaset USB Adapter)

Carry out the following steps:

=> Start the Gigaset WLAN Adapter Monitor by double clicking on the icon in the task-
bar.

iy

The Gigaset WLAN Adapter Monitor is displayed.
=>» Open the Configuration tab.

(The user interfaces may vary slightly according to the device used.)

Gigaset WLAN Adapter Monitor 5'
Metwork Adapter ISiemens Gigaset PCI Card 54 j
Status  Configuration |PrDﬁIe| Site Monitor | about |
SSID: | Myhlst
Mebwork Mode : IInFrastructure j
Transmission Rate : I.t\uto j Subirnit
Zhannel : |13 j
Power Saving : IDisabIe j
Enictyptian ¢ IDisable j Key 1 :I**********
TwpEe IOpen key ﬂ Key 2 :I**********
Default Key: IKey 1 j Key 3 :I**********
& Hexaderimal €7 ASCID Key 4 o | Sttt

Hide |

=> Enter the same value for the SSID as you assigned to the router.

=» Click Submit. This will restore the connection to the router.
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=» Click Hide to close the window.

If you have set WEP encryption on the router, read the next section. If you are using
WPA-PSK as the encryption method on the router, you can find

# instructions for setting the encryption Gigaset USB Adapter on page 50,
& instructions for the configuration of Windows XP on page 52.

Setting WEP encryption on the network adapters

You have to enter the same key as on the router on all the network adapters that will
communicate with each other via the Gigaset SE505 dsl/cable.

You can configure the Gigaset PC Card 54, the Gigaset PCl Card 54 or a Gigaset USB
Adapter using the Gigaset WLAN Adapter Monitor.

To enter the WEP key:
Start the Gigaset WLAN Adapter Monitor by double clicking the icon in the taskbar.

||HR11:29

The Gigaset WLAN Adapter Monitor is displayed.
=> Open the Configuration tab.

(The user interfaces may vary slightly according to the device used.)

Gigaset WLAN Adapter Monitor ll

Metwaork Adapter ISiemens Gigazet PCI Card 54 j

Status Configuration | profile | Site Manitor | about |

S3ID ¢ | Myhet

Mekwork Mode IInfrastructure

Transmission Rake |Auto Submit

Channel : |13

K1 | K0 K3 K1

Power Saving IDisabIe

Encryption : | Key 1 :I

Type : IOpen key 'I Key 2 :|
Default Key IKey 1 vl Key 3 :|

%' Hexadecimal & ASCII Key 4 :I

Hide |
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=> In the Encryption menu, select the encryption mode you want (in our example
128 bit). The selection must be the same as on the router.

=> Select one of the four keys as the default key.

=» Choose whether you want to assign a hexadecimal or ASCII key. The selection must
be the same as on the router.

=> Enter the key you noted when configuring the router in the field for the default key

you selected.
=> Click Submit.

Please note:

After transmission, the connection may be interrupted for a short time.

=> The Status tab will tell you when the connection has been restored.

Gigaset WLAN Adapter Monitor

x|

MNetwark Adapter ISiemens Gigaset PCI Card 54

]

Status |Conﬂgurati0n | Proﬁlel Site Munibjrl About |

Zurrent Profile
5510

MNebwork Mode :
Channel :
Transmission Rate :
Transmission Mode
Encryption :

Power Saving

Defaulk

[y Met
Infraskructure
11

54 Mbps
802.11g
Disabled 2ent
Disabled

Received
45401

Link. Stakus @ Connected g
Ty

Signal Strength

-

-34 dbm

Hide |

=» Click Hide to close the window.

You have now successfully set up WEP encryption for your network!
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Please note:

If the key you entered on the network adapters does not match the router key, the net-
work adapters will no longer be able to send or receive data to or from the router. If
you forgot to make a note of the generated key, for example, you can:

& Reset the router. To do this, press the Reset button on the rear of the device for at
least seven seconds. Please bear in mind that this will restore all configurations to
the factory settings. Then disable encryption for the network adapter as well and
then start from the beginning again.

& Re-configure the WEP function via a PC with a cable connection to the router.

Setting WPA encryption on the Gigaset USB Adapter

You now have to enter the same key as you have defined on the router on all the net-
work adapters that you want to communicate with each other via the Gigaset SE505 dsl/

cable.

You can configure the Gigaset USB Adapterusing the Gigaset WLAN Adapter Monitor.
For other network adapters, the user interface may differ slightly.

To enter the WPA key, proceed as follows:

=> Start the Gigaset WLAN Adapter Monitor by double clicking on the icon in the task-
bar.

<« 1 MRS:E‘# PM

The Gigaset WLAN Adapter Monitor is displayed.

=>» Open the Configuration tab.
You can find the security settings under Security on the Configuration tab. On this

tab, the security mode Encryption off is preset. To log into the encrypted wireless
network, you must activate the security options on your Gigaset USB Adapter.

=>» Click on the Encryption off button to activate the entry fields. The button changes
to Encryption on.
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Gigaset WLAN Adapter Monitor

SIEMENS

Configuration | Status | I Settings | Site Monitor | About |

[pEFaLLT | New |E Save |[ Dok

Gigaset USB Adapter 54

Prafile

£3

Comman 5 ecurity |

&

Encryption On Authentication IWF‘A-F’SK

[
[

Encryption I TEIF

Pre-shared Key [PSK] |

Apply

4

Hide

E

Help

You must now make further settings according to your net
=> |n the Authentication field, select the entry WPA-PSK.

work environment.

=> In the Encryption field, select TKIP as the encryption method.

When selecting the encryption method, note that two ¢
be using the same type of encryption.

ommunicating parties must

=> In the Pre-Shared Key (PSK) field, enter the key you entered on the router,

e.g. xyz545556¢ba.

Note that all components in a network must use the same Pre-Shared Key (PSK) in

order to be able to communicate with one another.

=> Click on Apply to apply the changes.

The security options for your Gigaset USB Adapter are activated. The connection to the

Gigaset SE505 dsl/cable is established.
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Please note:

If the key you entered in the network adapters does not match the router key, the net-
work adapters will no longer be able to send or receive data to or from the router. If
you forgot to make a note of the generated key, you have the following options:

L 4

Reset the router. To do this, turn the router off and press the Reset button on the
rear of the device for at least seven seconds. Please bear in mind that this will
restore all configurations to the factory settings. Then disable encryption for the
network adapters as well and start the whole process again from the beginning.
Re-configure the WPA function for the router via a PC connected to the router by
a cable.

Configuring WPA encryption under Windows XP

Before setting up WPA encryption for your PC, note the following points:

*

If your network adapter does not support WPA, WPA can currently only be used if
your PC runs on the Windows XP operating system. You will also need the Windows
XP Service Pack 1 (SP1) and an additional patch from Microsoft for SP1. The number
of this patch is 815485. It should be included in SP2.

Information about encryption and the patch, as well as files for download, can be
found on the Microsoft server: http://lwww.microsoft.de.

Click on Support and then enter the patch number 815485 under Search Knowledge
Base. You will then be presented with a document containing a link that you can use
to download the software.

Install this software on your PC.

The drivers can encrypt and decrypt data packages in accordance with WPA. How-
ever, configuration is not carried out using the Gigaset WLAN Adapter Monitor but
under Windows XP.

Proceed as follows to configure your PC in such a way that the corresponding Windows
XP service is used instead of the Gigaset WLAN Adapter Monitor.

-

-
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Disable the Gigaset WLAN Adapter Monitor (e.g. by removing it from Autostart or
right clicking on its icon in the taskbar then on Exit).

Then click on Start — Control Panel — Administrative Tools — Services.
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=181
File Action View Help
= @A FEE2]r n 0 =
@ Services (Local) Services (Local)
Wireless Zero Configuration Wame: | mescription | status | startu... | lagonas | |
%TCPJIP MetBIOS Helper Enables supp...  Started Autom...  Local Service
Stop the service %Te\ephnny Provides Tele...  Started Manual  Local System
Restart the service
Telnet Enables a rem. .. Manual Local System
%Terminal Setvices Allows mulkipl,,,  Started Manual Local System
EBSC_';DtiUWt i confiauration For th Themes Provides user... Started  Autom...  Local System
EEE;Il fz;:pig:: iC canfiguration for the %Uninterruptib\e Power Supply Manages an u... Manual Local Service
%Unlvarsal Plug and Play De... Provides supp... Started Manual Local Service
%Uplnad Manager Manages syn...  Started Autom...  Local System
%Vo\ume Shadow Copy Manages and ... Manual Local System
%Webc\ient Enables Wind... Started Autom..,  Local Service
%Windows Audio Manages audi... Started Aukom...  Local System
%Wmdnws Image Acquisitio... Provides imag... Started Autom...  Local System
%Wmdows Installer Installs, repai... Manual Local System
%Windows Management Ins,., Provides aco..,  Started Local System
%Winduws Management Ins,.. Provides syst... Local System
%Windows Time Maintains d Skarked Local System
%WMI Performance Adapter  Provides perf, Local System
%Workstation Creates and ... Started Local System
-
Extendzd A Standard /'

=>» Check whether

— the service Wireless Zero Configuration is marked as Started

— the selected startup type is Automatic.
If not, make the appropriate settings.

You now need to set the correct WPA parameters.

=>» To do this, click on Start — Control Panel — Network Connections.

53



Configuring security features

® Network Connections - ol x|

File Edit Yiew Favorites Took Advanced  Help | o
Dt - @ - P | st [ Folders | [
Address [ Network Connections 2>

LAN or High-Speed Internct
Network Tasks

) anal Araa Correction = Wirelesss Network Connection 26
[l Create a new connection _‘ﬂ bl
> I'l 1 _}J
ntaI(R) PROJ100 VE Network .. “ Gigaset LB Adapter 54

%) Set up a hame or small
office network.

See Also 2

A Network Troubleshooter

Other Places S
@ control Panel

&3 My Network Places

(L) My Documents

._Q My Computer

Details 2

Network Connections
System Folder

=> Right click on Wireless Network Connection, then on Show available wireless
networks and, in the subsequent window, click on Advanced. The Wireless
Networks tab appears.

-4 Wireless Network Connection 26 Properti 2=l

General  ‘Wireless Netwarks |Advanced|

V¥ Use Windows to configure my wireless network settings

i~ Available netwarks:
Ta connect ta an available network, click Configure

Canfigure

1 ConnectionPaint

i BOP ;I Refresh |

i~ Preferred networks:
Autamatically connect to available netwarks in the order lizted

belaw:
fefave up |
fmye dawn |
Add... Femave Froperties |
Learn about setting up wireless network
configuration Advanced

Cancel

=> Select the Use Windows to configure my wireless network settings check box.

=>» Select the network you want to connect to — it can be identified by the SSID.

=> Then click on Configure. The window for entering the configuration parameters
appears.
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Keyindes [advanced): |1 _|:;'

™| The keyis pravided for me automatizally

wireless network properties I |
Azsnciation | Authentication |

Metwark name [S510]: IConnectionPo\nt

~wiireless network key
This network. requires a key for the following:
Metwark Authentication: IW'PA-PSK ‘I
[rata encryption: ITKIP - l
Metwork key: Iooouuo
Canfirmn network. key: quuu

ACCESE points are not used

I~ This is a computerto-computer [ad ho) netwark; wireless

Cancel |

Configuring security features

When configuring WPA on your PC, make sure that you enter values that match those of
the communication partner (Gigaset SE505 dsl/cable).

The SSID is already defined.

=> Select WPA-PSK (WPA-Pre-Shared Key) as the value for network authentication and

the value TKIP for data encryption.

The network key on your PC must match the Pre-shared key for the communication

partner.

=>» Close the open window by clicking on OK

WPA encryption is now configured. The network connection is established.
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Internet games

Your Gigaset Router comes provided with the NAT (Network Address Translation) func-
tion. With Address Mapping several users on your local network can access the Internet
via one or more public IP addresses. In the default setting, all the local IP address are
mapped to your router's public IP address.

One property of NAT is that data from the Internet is not allowed into your local network
unless it has been explicitly requested by one of the PCs on that network. Most Internet
applications run behind the NAT firewall without any problems. If you request Internet
pages, for example, or send and receive emails, the request for data from the Internet
comes from a PC on the local network and so the router allows the data through. The
router opens exactly one port for the application. A port is an internal PC address
through which the data is exchanged between a server on the Internet and a client on
a PCin the local network. Communicating via a port follows the rules of the TCP or UDP
protocol.

If an external application tries to send a call to a PC within the local network, the router
will block it. There is no open port via which the data could enter the local network.

Some applications, such as games on the Internet, require several links, i.e. several
ports, so that the players can communicate with each other. In addition, these applica-
tions must also be permitted to send requests from other players on the Internet to the
player on the local network. These applications cannot work if NAT is active. If you want
to use such applications nevertheless, then you will have to set up Port Forwarding for
them.

With Port Forwarding (directing requests to certain ports) you order the router to send
requests from the Internet for a particular service, in this case a game, to the appropriate
port(s) on the PC running the game.

Starting configuration

To start configuration:
=> Start your Internet browser.

=>» Enter the router IP address in the address bar of your Internet browser. If you have
not configured the router with a different IP address, this will be

http://192.168.2.1

You will then see an Internet site containing a login dialog.
=> |f a password has already been assigned, enter it and click LOGIN.
=>» After logging in, select Advanced Setup.
=>» Open the Virtual server menu.

=> Select Virtual server — Port Forwarding.
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Setting up Port Forwarding for games

The following example describes the Port Forwarding configuration for

¢ the game "MSN-GAMING-ZONE" on PC "My_PC". The configuration of this game has
been predefined and only needs to be applied.
The PC must be registered with the router.

& thegame"My_Game"on PC"My_GamesPC". The configuration for this game has not
been predefined and so you will have to configure it yourself. The PCis currently not
registered with the router.

Setting up Port Forwarding for MSN-GAMING-ZONE
Port-Forwarding

Forwarding is used to provide external access to your local machines, If you want to run a server software on a PC of your local network,
you have to forward the according service to that PC.

& Enabled © Disabled

& Select predefined senices from the list

© Define senice manually

Pradefined services Protocol  ext. Port  int. Port

TCR |2SDD—E |2BDD—24DD
Select PC»> |

-7 ONE fod

=> Select Select predefined services from the list.

=>» Select the predefined game MSN-GAMING-ZONE from the selection list. The proto-
col and externallinternal ports are entered automatically.

=> Now select the PC running the game. To do this click Select PC>> .

& Enabled ¢ Disabled

@ Select the PC from the list.
0 Select PC manually

These PC's are active booked in.

by _PC 00:90:96:4b:d6:93 j
<< Back Adld to List>>

=> Select Select the PC from the list.
=> Select the PC from the list of registered PCs.
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=> Click Add to list.
=> Click APPLY. A new entry for the game and the PC will be displayed in the list.

Incoming serice h ;]
o P o Pon
| MAN-GAMING-ZONE | 2300-2400 | None | 2300-2400 | Delaill | Delete |

Delete

Setting up Port Forwarding for non predefined games

Please note:

To configure Port Forwarding you will need the information about the protocol and
externallinternal ports the application uses. You will find this information in the game
documentation or on the vendor's/provider's website.

=> Select Define service manually.

& Enabled ¢ Disabled

 Select predefined serices from the list

@ Define serice manually

Service name IMy_Game

Pratocol & TCP © UDP

ext. Port |2611-2612,BSDD

int. Port |2811—2612,BSDD
Select PC>» |

=> Enter the name of the game and select the protocol.

=>» Enter the external port via which messages for this game will be expected. You can
specify a block of ports using a dash and several port numbers separated by com-
mas.

=> Enter the internal port(s) to which they are to be forwarded.
=>» Now select the PC running the game. To do this click Select PC>> .
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& Enabled ¢ Disabled

- B Select the PC from the list.
define the PC
& Select PC manually

PC Name (optional) IMy_GamesPC

MAC-Address oo o Jag = o oo

<«Back | AddtoLisb>

=>» Select Select PC manually.
=>» Enter the PC's name and MAC address.

Please note:

You can find the MAC addresses of the PCs' wireless network adapters using MS-
DOS prompt with the command ipconfig Zall on the PCs in question.

=>» Click Add to list.

=>» Click APPLY. A new entry for the game and the PC will be displayed in the list.

Incoming service

{ d to
Jetails Delete
et Pant int. Port
‘ MAN-GAMING-ZONE ‘ 23002400 ‘ My _PC ‘ 23002400 ‘ Detaill ‘ Delete
2611- 2611- "
‘ ly_Game ‘ 2512 G500 ‘ Iy_GamesPC ‘ 212,650 ‘ Deta||| ‘ Delete

=> Click APPLY again to confirm the new list.



Network conferences with MS Netmeeting

Network conferences with MS Netmeeting

Your Gigaset Router comes provided with the NAT (Network Address Translation) func-
tion. With Address Mapping several users on your local network can access the Internet
via one or more public IP addresses. In the default setting, all the local IP address are
mapped to your router's public IP address.

One property of NAT is that data from the Internet is not allowed into your local network
unless it has been explicitly requested by one of the PCs on that network. Most Internet
applications run behind the NAT firewall without any problems. If you request Internet
pages, for example, or send and receive emails, the request for data from the Internet
comes from a PC on the local network and so the router allows the data through. The
router opens precisely one port for the application through which the data can be
exchanged between a server on the Internet and a client on the PC in the local network.
If an external application tries to send a call to a PC within the local network, the router
will block it. There is no open port via which the data could enter the local network.

With Microsoft Netmeeting you can conduct network conferences via the Internet.

MS Netmeeting is a complex application that uses several ports or port ranges, dynam-
ically assigned ports and special protocols. In addition, this application must also be per-
mitted to send requests from other participants on the Internet to those on the local net-
work. These application cannot work if NAT is active.

If you want MS Netmeeting to work properly, you can disable the NAT function for this
application by configuring the router as a virtual server. Externally the router takes on
the role of the server. It receives the requests of remote Netmeeting users under its pub-
lic IP address and automatically redirects them to the local Netmeeting users.

Starting configuration

To start configuration:
=> Start your Internet browser.

=> Enter the router IP address in the address bar of your Internet browser. If you have
not configured the router with a different IP address, this will be

http://192.168.2.1

You will then see an Internet site containing a login dialog.
=> |f a password has already been assigned, enter it and click LOGIN.
=> After logging in, select Advanced Setup.
=>» Open the Virtual servermenu.

=> Select Virtual server — Port Forwarding.
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Setting up Port Forwarding for MS Netmeeting

# Enabled © Disabled

& Select predefined senices from the list

Define serice manually

Predefined services Protocal  ext. Port  int. Port

TCP 1720 [1720

SelectPC > |

NETMEETIMNG

=> Select Select predefined services from the list.

=>» Select the predefined service NETMEETING from the selection list. The protocol and
externallinternal ports are entered automatically.

=> Now select the PC that will be running Netmeeting.
To do this click Select PC>> .
@ Enahbled © Disabled

@ Select the PC from the list
 Select PC manually

These PC's are active booked in.

rry_PC 00:90:96:3c:a9:.08 j
«Back | AddtoLisb>

=> Select Select the PC from the list.
=>» Select the PC from the list of registered PCs.

Please note:

The PC only appears in the list of registered PC if it is registered on the router. If it
is not registered, select Select PC manually and enter the PC's name and MAC
address (see page 59).

=» Click Add to list.
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=> Click APPLY. A new entry for Netmeeting and the PC will be displayed in the list.

Incoming setvice

- Delete
| NETMEETING | 1720 | my_PC | 1720 | Detail | Delete

=> Click APPLY again to confirm the new list.
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Offering your own server on the Internet

If you want to offer files or Web services that are on a PC in your local network to other
Internet users, set the PC up as a server (e. g. as FTP or HTTP server). However the nor-
mal router configuration does not allow "external" access to PCs on the local network.

To make services available on the Internet from local PCs, you have to

# set up the router as a virtual server or

& set up a demilitarised zone (DMZ) for the PC making the service available.
Externally the router takes on the role of the server. It receives the requests of remote
users under its public IP address and automatically redirects them to the local PCs. The
private IP addresses of the servers on the local network remain protected.

If the WAN connection of your local network is supplied with dynamic IP addresses you
have to make sure that the service you want to provide can always be reached at the
same address on the Internet. This is handled by the dynamic DNS Service (DynDNS).
You will find further information in the user guide on the CD-ROM.

Use the Virtual server menu to make the settings necessary for offering your services

on the Internet. You can

@ setup your router as a virtual server. To do this, you have to set up Port Forwarding
(see page 64).

@ open PCs on your local network for general access from the Internet. To do this, you
have to set up a demilitarised zone (DMZ) for it (see page 67).

Starting configuration

To start configuration:
=> Start your Internet browser.

=> Enter the router IP address in the address bar of your Internet browser. If you have
not configured the router with a different IP address, this will be

http://192.168.2.1

You will then see an Internet site containing a login dialog.
=>» |f a password has already been assigned, enter it and click LOGIN.
=> After logging in, select Advanced Setup.
=>» Open the Virtual server menu.

=> Select the Virtual server — Port Forwarding entry for setting up Port Forwarding or
Virtual server — DMZ for configuring a DMZ.
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Setting up Port Forwarding for Internet servers

Port Forwarding (directing requests to particular ports) is needed if you want to run
server services for the Internet on a PC on your local network. For example, you could
use one of your PCs to operate a Web server that provides HTML pages. The router,
which in this case functions as a virtual server, directs requests from the Internet for an
HTML page to the appropriate PC running the Web server.

The following example describes the Port Forwarding configuration for

& a Web server (HTTP) on PC "My_WebServer". Requests for this service arrive via
external port 80 (default port for http service) and are to be redirected to internal
port 8080. PC "My_WebServer" is currently registered with the router and can be
applied from the list.

& your own service called "My_Service" on PC "My_ServicePC". The service will be
called from the Internet via external port 8181. This port number will also be used
for the internal port. The PC "My_ServicePC" is not connected to the router at the
moment so it will have to be registered manually.

Setting up Port Forwarding for a Web server
=> Select in the left-hand pane the entry Virtual server — Port Forwarding.

Port-Forwarding

Forwarding is used to provide extemnal access to your local machines. If you want to run & server software on a PC of your local network,
you have to forward the according service to that PC.

& Enabled © Dizabled

@ Select predefined services from the list

 Define service manually

Fredefined services Protocal  ext. ot int. Port
HTTF h ITCP IED 30

Select PC »>» |

- - Details Delete

‘ o filter defined wet |

=> Select Select predefined services from the list.

=> Select the predefined service HTTP from the selection list. The protocol and external
port are entered automatically.

=>» Specify the internal port number to which requests for the service are to be directed.

The Web server has been configured so that it reacts to requests on port 8080. The
requests for Web pages however arrive on port 80 (default). If you now include the
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PC in the forwarding table and define port 80 as the external and port 8080 as the
internal port, then all the requests from the Internet for the service with port
number 80 will be redirected to the Web server of the PC you defined with port

8080.
=>» Now select the PC running the service. To do this click Select PC>> .

& Enabled ' Disabled

@ Select the PC from the list.
Select PC manually

do you define the PC:

These PC's are active booked in.

My _WehServer 00:90 96:4b:d6:93j
«Back | AddioLisp>

=> Select Select the PC from the list.
=>» Select the PC from the list of registered PCs.

=> Click Add to list.
=>» Click APPLY. A new entry for the service and the PC will be displayed in the list.

:
by _WiabSener ‘ a0 ‘ Dietail ‘ Deletel

Setting up Port Forwarding for your own services
=>» Select Define service manually

* Enabled ¢ Disahled

.  Select predefined serices fram the list
) you define
. & Define service manually

Service name IMy_Service

Pratacol & TCP © UDP

ext. Port |8181

int. Port |8181
Select PC>>» |
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=>» Enter the name of the service, select the protocol and specify the external port on
which messages for this service are expected and the internal port they are to be
redirected to.

Please note:

You can specify a block of ports using a dash (e. g. 8181-8185) and several port
numbers separated by commas (e. g. 8181,8185).

=> Now select the PC running the service. To do this click Select PC>> .

# Enabled © Disabled

 Select the PC from the list.
@ Select PC manually

PC Mame (optional)  |My_ServicePC

MAC-Address oo o e e A o

<«<Back | AddtoLisp>

=> Select Select PC manually.
=> Enter the PC's name and MAC address.

Please note:

You can find the MAC addresses of the PCs' wireless network adapters using MS-
DOS prompt with the command ipconfig Zall on the PCs in question.

=> Click Add to list.
=> Click APPLY. A new entry for the service and the PC will be displayed in the list.

Dielete

Wy _WebServer Delete

_Dslete |

fu]
=
-
prs
2

ty_ServicePC

=> Click APPLY again to confirm the new list.
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Setting up demilitarised zones for servers

By default access from the Internet to PCs on the local network is not permitted. The
router shields the local network with a firewall. Some applications cannot work properly
behind a firewall. In this case you can open one PC for unrestricted Internet access in
both directions. You define a so-called demilitarised zone (DMZ) for this PC.

If you define a DMZ, all the requests from the Internet for a service will be redirected to
that PC if the service in question has not already been redirected to another PC via Port
Forwarding (see page 64).

Please note:
APCinsuch a demilitarised zone is freely accessible for the Internet and thus may con-
stitute a security risk for your local network.

To set up a DMZ:
=> Select in the left-hand pane the entry Virtual server - DMZ

DMZ [demilitarized zone)

If you define one PC as a OMZ - host, all ports are forwarded to this PC. I a port is already defined in the port forwarding, this port is
forwarded to the PC defined in the forwarding list. Think about security, if you want to use DMZ.

® Enahled © Disabled

& Select the PC from the list.
© Select PC manually

These PC's are active booked in.

My_ServicePC 00:90:96:4b:d6:93 j

Add to List>>

Distails

=> Select DMZ. If no DMZ has been defined (no entry in the table), you will now have
to select a PC for the DMZ.

=>» Select the PC you want to use. There are two ways of doing this: You can
=> Select the PC from the list
=>» Select PC manually

=> Select one of the registered PCs from the list or enter the PC's name and MAC
address.
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Please note:

You can find the MAC addresses of the PCs' wireless network adapters using MS-
DOS prompt with the command ipconfig/all on the PCs in question.

=> Click Add to list. The entry for the PC will be shown in the table. Any existing entry
will be overwritten by the new one.

Incoming service The service will be forwarded to Details
ALL My_SenicePC ‘ Detail | | Delete

=>» Click APPLY if you want to apply these settings for the router configuration.
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Sharing files and printers

A very common function of local networks is to allow the shared use of files and print-
ers. Users can access from any PC on the network those files made available by another
PC on that network, or they can print their files via a printer administered on another PC.

This chapter describes the steps for sharing files or printers on the network. It assumes
that the network cards or wireless network adapters have already been installed in the
PCs and that the PCs are either connected via a router or directly via an ad-hoc network.

The following steps are necessary before files and printers can be shared on the net-
work:

& The network has to be set up on all the computers. The Internet protocol (TCP/IP) has
to have been set as the connection method.
& All PCs have to have been assigned to the same network (workgroup).

& Users who want to make their files or printer available have to release them on
their PC.

& Users who want to access the files or printer have to make them available on
their PC.
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Network configuration, release and use differ depending on the Windows operating
system used.

Please note:

If you are using Windows 2000 on your network, you have to set up for all users who
are to have access to resources on a Windows 2000 PC the appropriate user IDs on the
Windows 2000 PC and their own PCs.

The following table provides an overview of where you can find which information in
this chapter.

Windows 98 | Windows XP | Windows 2000
Set up a network page 70 page 89 page 106
Release your own files page 79 page 95 page 115
Release your own printers page 80 page 97 page 119
Set up user IDs page 81 page 98 page 112
Use files on other PCs page 83 page 101 page 120
Use printers on other PCs page 86 page 104 page 124

Making your own files and printers available
(WIN 98 /98 SE / ME)

To release files or printers on a PC with Windows 98 for other users on the network:
Set up PC as Client for Microsoft Networks (see page 70).

Select computer names and workgroup (see page 73).

Select type of access control (see page 73).

Set TCP/IP protocol (see page 74).

Install utilities for file and printer release (see page 77).

o U~ W N =

Release files and printer (see page 79).

Setting up a PC as Client for Microsoft Networks

Before the PCs in your network can access shared resources, you have to define a Micro-
soft Network, i.e. all the PCs have to be configured as Clients of a Microsoft Network.
This can be done as follows:

=>» Open the Control Panel and then open Network.
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=>» Check whether the list of components contains the entry Client for Microsoft
Networks.

Client for Microzoft Metworks

Microzoft Family Logon
5 3Com 3CI920 Integrated Fast Ethernet Controller [3C305C
& Dial-Up &dapter
& Siemens Gigaset PC Card 54

Client for Microzoft Metworks

If the entry exists, please continue from page 73.
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=> |f the entry does not exist, click Add
Select Metwork Component Type |

Click the type of network, component you want ko inztall;

i Client Add...

=8 Adapter

i~ Pratacol Cancel |
S ervice

=1 Select Hetwork Client | x|

!

| Click the Metwork Client that you want ta install, then click OE. If you have
1|

an inztallation dizk for thiz device, click Hawve Dizk.

b anufacturers: Metwork Clients:

& Client for Microsaft Metwaorks
i Microzoft Client far Metware Networks
Microzaft Family Logon

Hawe Diigk... |
(] I Cancel |

=>» Select as network component type Client and click Add.

=>» Select in Manufacturers the entry Microsoft and in Network clients the entry
Client for Microsoft Networks before confirming with OK.
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Selecting computer names and workgroup

Now you have to specify a name for the PC and assign it to a workgroup.
=> In the Network window move from Configuration to the Identification tab.

=> In the Computer name box, enter the name the PC is to appear under on the net-
work. This name must be unique within the network.

=> In the Workgroup box, enter a name for the workgroup. This name must be the
same for all the PCs on the network.

=> The Description box can be left empty.

Selecting the access control

Now you can define which access rights are to be assigned to resources you want to
release.

=>» |n the Network window move from Identification to the Access control tab.

— Use the option Access control at release level to define that access to released
files or printer is to be password protected.

— The option Access control at user level defines that access is permitted only for
certain users or groups.
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Setting the TCP/IP protocol

The TCP/IP protocol ensures that the PCs on the network can communicate with each
other. This protocol requires certain settings which you will now make so that it can
function smoothly.

Checking the TCP/IP entry

=> |n the Network window, check that there is a TCP/IP > entry for your network card
or network adapter in the list of components. To do this, in the Network window,
switch to the Configuration tab. If for example you are using a Gigaset PCI Card 54
as the wireless network adapter, the list must contain the entry TCP/IP > Siemens
Gigaset PCI Card 54.

=> |f the entry for your network card or network adapter is there, please turn to
page 74.

=> If the entry does not exist, click Add.

Select Network Component Type EE3

Click the type of network component you want o install

Add.

i Protoc Cancel |

Select Network Protocol

Click the Metwark Protocol that pou want tainztall, then click OF. I pou have

Pratacal i E an installation digk for thiz device, click Hawve Disk,
must Lse

b anufacturers: Hetwork: Protocols:

Microsaft 32-bit DLC =]
Microzaft DLC

MetBELI

WwitsM support for ATM
Winzock2 ATM Service Provider -

Have Disk. .. |

0K I Cancel |

=>» Select as network component type Protocol and click Add.

=> Select in Manufacturers the entry Microsoft and in Network protocol the entry
TCP/IP before confirming with OK.

=> Set TCP/IP protocol.
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=>» To do this, in the Network window, switch to the Configuration tab.
=> Select the TCP/IP > entry for your network card and click Properties.

M etwork

& Siemens Gigazet PC Card 54

4~ TCPAP -» 3Com 3C920 Integrated Fast Ethernet Contralle
i TCPAP -» Dial-p Adapter

[ TCR/P -+ Siemens Gigazet PC Card 54
l File and printer sharing for Microgoft Metwork.s

L ] Rewoe | Fopetes |

Client for Microzoft Hebwork
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=> Open the IP address tab, select the entry Obtain an IP address automatically and
finish with OK.

TCP/IP Properties

—

Please note:

You can of course define IP addresses manually. This is necessary for example in ad-
hoc networks. How to assign static IP addresses is described in the Appendix from
page 126.
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Installing utilities for file and printer release

You cannot release files and printers on your PC for other users on the network if the
utility for file and printer release has not been installed.

=> First of all you have to check in the Network window whether the list of components
has the entry File and printer sharing for Microsoft Networks.

=> |f the entry exists, please continue from page 78.

=> |f the entry does not exist, click Add.

Select Hetwork Component Type E |

Click the twpe of network component pou want to install;

Clierit
=5 Adapter

Add...
& Protocol Cancel |
|: Select Network Service E3 |

Click the Metwork Service that pou want toingtall, then click QK. IF pou have
ah inztallation disk for this desvice, click Have Disk.

Mu:udel&'

E- Semvice for Metw'are Directory Services

Have Dizk... |
Ok I Cancel |

=> From the list select the entry Service and click Add.
=> Select File and printer sharing for Microsoft Networks and click OK.
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=> Now select in the Primary network logon box the entry Client for Microsoft
Networks and then click File and print sharing.

Hetwork E |

Configuration | Identificatinnl Aoocess I:c:ntn:ull

The following network, components are installed:
Cliert for Microzoft Metwark s -

Microzoft Family Logon
ACom 3C320 Integrated Fast Ethernet Controller [3C306C-

Dial-Up Adapter
Siemens Gigazet USE Adapter 11 -
1| | 3
Add. Hemnyve | Eraperties |

Primamy Metwork Logon;

File and Frint Sharing. . |

Drezcription
Il File and Print Sharing

W | wsant to be able to give others access to my files.

' | waant o be able to allow others bo print to my prinker(s].

Cancel

=> In the File and print sharing window you can choose whether to release files or
printers or both for other users.

=>» Close all the windows with OK.

You will now need the Windows installation CD. Windows will copy some files from the

installation CD before prompting you to reboot your computer. Then the network is
ready for use.
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Releasing files and printers

You can now release drives, folders or printers on your PC for other users on the net-
work.

Releasing files
=> Open the Desktop and select with the left mouse button what you want to release.

— Select a drive or
— Open adrive and select a folder.

=> Now select Share with the right-hand mouse button from the pop-up menu. The fol-
lowing window will appear.

Data [D:] Properties

=> Now select the Shared as box and enter a share name and, if you want, a comment
of your choice. From now on, your drive or folder will appear on the network under

this name.
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=> Select one of the following access types:

Read only: If you want to allow other users to open and read documents
but not edit or delete them.

Full: If you want to allow other users to edit, add or delete files.

Depends on pas- If you want to grant various users different access rights.

sword:

=> Click Apply to save your settings and finish with OK.
Releasing printers

=> Open the printer manager with Start — Settings — Printers.
=> Left-click the printer you want to release.

=> Now select Share with the right-hand mouse button from the pop-up menu. The fol-
lowing window will appear.

HP Officelet LX Properties

=> Now select the Shared as box and enter a share name and, if you want, a comment
of your choice. From now on, your printer will be available to all the other users on
the network under this name.
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=>» Click Apply to save your settings and finish with OK.
Using files and printers on the network (Win 98 /98 SE / ME)

You can use resources on your PC such as files and printers that have been released by
other PCs.

Please note:

If the resource you want to use on your PC is on a Windows 2000 system then you
have to set up user IDs for all the users who are to have access. The same user IDs have
to be entered as on the releasing system.

Setting up user names

To set up a user ID:
=>» Open the Control Panel and then open User.

=> |f there are no user entries yet, you will see a welcome screen. Confirm this with
Next.

=> If there are user names already, you will see the user list. Click New user and then
Next.

Add User x|

Create a new user

Eniter the new uzer's name. |t can be up to 128
characters long.

Uzer name: IF'eted

Type a pazsword [optional)

Type a password for Peter in the firgt box, and confirm it
by tuping it again in the second box,

Password: ||

LConfirm pagsword: I

< Back I Mext » I Cancel

=» Enter a user name and click Next.

=> Enter a password, repeat it and click Next.
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=>» Define the settings for the user's interface. If you want to apply the current settings
for the user, click Next.

Perzonalized Items Settings
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The user has now been registered.

Uzer Settings

Adminiztiator
Peter
R aron

=» Either enter further users or close user administration with Close.

Accessing released drives or folders from your PC

You can access drives and folders released on other PCs in two different ways:

*

via the My NetworkPlaces of your PC (see page 84).

You should choose this alternative if for example you want to copy files or folders
from another PC to your own or vice versa.

by hooking on to your PC's file system (see page 85).

You should choose this alternative if you want to work directly with the files or fold-
ers of the other PC. In this case, hook on an entire released drive or folder in your
PC's file system and work with the files as if they were files on your PC.
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Please note:

Drives or folders can be simultaneously hooked onto several PCs. It is therefore
possible for other users to access the data. Most applications (e. g. word process-
ing software) lock files once they have been opened. This prevents inconsistent
data pools. If you cannot open a file because it is locked, you will normally see a
message to that effect.

Accessing external files via the My NetworkPlaces

If the network has been set up on all the PCs with the same workgroup, then you can
access released drives and folders via your PC's network environment.

You will find the My NetworkPlaces both as an icon on your PC desktop and also in the
file tree in the left-hand pane of Windows Explorer. The illustration depicts as an exam-
ple the My NetworkPlaces in Windows Explorer. In the My NetworkPlaces you will find
the entry Entire network, under this the workgroup to which the PCs have been
assigned and then the names of all the PCs comprising this workgroup.

Workgroups are marked with the é symbol:

X Exploring - Dallas @] (o] x|

J File Edt Miew Go Favortes Tools Help ‘

. > @ ¥ B | X .

Back Farward| Up Cut Caopy Paste Undo Delete  Properties Wiews
| Address [B \0.les =l
Folders X Mame | Comment |
:ﬂ Desktop = Ce
=] by Computer = Cd

k24 3% Floppy [&:] Dallas Cle

Egz () L S—

B Data (D]

2] windB (E:)

Printers

-{=] Corttral Panel
~{27] DialUp Networking
-{@] Scheduled Tasks
-2 Web Folders
£, Network Neighborhood
=] «,?_J Entire Metwork

= & Warkgroup

-3 Dallas
-2 Pforzheim
@3 Dallas
-3 Prorzheim
B¢ |
[
Fap

ucle Bin

Clicking a PC name shows the released drives and folders on this PC under the name
assigned when they were released. You can navigate through the file system in the
usual Windows Explorer way by clicking a drive or folder and then opening other
branches of the file tree.
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Hooking external files on to your own file system

You can hook released drives or folders on to your PC and use them as if they were actu-
ally on your own computer.

=>» Open the My NetworkPlaces.

=>» Open the PC containing the resources you want to access with a double click. You
will now see the released resources on that PC.

% Exploring - Pforzheim el [ofxf
J Fle Edt View Go Favortes Took Help ‘
@%@ Y 9 | X .
Back Fariend] Up Cut Copy  Paste Undo Delete  Properties | Views
J Addiess | &) \\Pforzhein j
Folders X D F
@ Desktop Al Explore
E-g My Computer — ¢ ’ Open
Bl %mmb) Pforzheim Fird
B 0 | -
g2 Daa (D)
42 Wind8 (F] \\Pforzheim\d
{3 Pl Create Sharteut
{1 Cantiol Panel Propeities
--{x3] DiaHJp Networking

--[d] Scheduled Tasks
& g Weh Folders
-- Network Meighbothood
E-f‘;; Entire Network

=] é Workgroup

@] Dallas

=-2] Phorzheim

-3 Dalas

3] Ploreheim

Q¢ =

B4
(3 Pl Rin s

=> Left click the resource you want to hook on.

=> Open the pop-up menu with the right-hand mouse button and select Map network
drive.

Map Network Drive 7| x|

Dive: [ OF: =l ok |
Eath: WwPiorzheimd Cancel |

=> Select the drive name under which the remote drive is to be hooked on to your PC.
The next free drive will be prompted. If you select the option Reconnect at logon,
Windows will hook the drive on every time you start your PC, provided the remote
PCis running.

=> Now open the desktop. The remote drive is now available as the network drive. You
can access the files as if they were on your own PC.
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Accessing released printers from your PC

If there is a printer on your local network and it has been released, you can use it to print
out your data. To do this you have to set it up on your PC as the network printer. This can
be done as follows:

=> Open the printer manager with Start — Settings — Printers

E3 Printers E =1 9= 3

J File Edit ‘“iew Gao Favoites Help |

« > @ ¥ @ X .
BEek: e ard| Up Cut Caopy Paste Undao Delete  Properties | Views
JA_ddress I Printers j
A Name Documents | Status | Carnrment |
dd Pritber
BGHP Dfficelet LX i
Printers

This folder contains
information about your
current printers and a
wizard to help you install
new ones,

To get information about a
printer that's already
installed, right-click the
printer's icon, =

Ta install a new printer,
click add Printer to start
the add Printer wizard ﬂ

| 4

=>» Double-click the Add printer icon. This opens the printer installation wizard.
=> Click Next.

=> In the next window select Network printer.

=> Click Next again.

=>» Enter the name under which the printer was released for the network. To do this
click Browse. This will open a screen in which you can search the network environ-
ment for the printer.
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=> Select the printer you want and click OK.
Add Printer Wizard

=25 Metwork Neighborhood
¥ Entire Network,
Pfarzheim

S

Add Printer Wizard

=>» The printer will now be displayed. Click Next.
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=> Now enter a name for the printer on your PC.

Add Printer Wizard

=>» Click Next.

=> You can now print a test page if you want. This will show you whether the printer is
functioning properly on the network.

=>» Click Finish.

=> Windows will now need some driver files. You will be prompted to insert your
Windows CD in the CD drive. Insert the CD and click OK.

=> Once the driver files have been successfully installed, a test page will be printed.

=> The newly installed printer will now appear in the printer list and can be used just
like a local printer.

E3 Frinters

£dd Printer
BFHP Officelet L
B HP

Add Printer

The add Printer
wizard walls you
step-by-step

through installing
a printer. Just
follow the

instructions on
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Making your own files and printers available (Windows XP)

To release files or printers on a PC with Windows XP for other users on the network:
Configure the network (see below).
Select computer names and workgroup (see page 92).

1

2

3. Accept network settings (see page 93).

4. Close installation procedures (see page 94).
5

Release files and printer (see page 95).

Configuring the network

Configuring the network in this case means selecting Internet connection as the con-
nection method. You can do this with the network wizard.

Launching the network wizard
Launch the network wizard as follows:
=>» Open the Control Panel and then Network and Internet Connections.

B Control Panel

File Edt View Favorites Tools Help

0 Back. O @ p Search [E‘ Folders v

Address | [ Control Panel

E’ Control Panel Pick F | category

B Switch to Classic Yiew

| <
o ™ aAppearance and Themes Printers and Other Hardware
See Also -

% Windows Update
@) Help and Support
&3 Other Contral Panel

Options -
?@ Add or Remove Programs il Date, Time, Language, and Regional
Options

. ""1) Sounds, Speech, and Audio Devices Accessibility Dptions

-
Network and Internet Connections . User Accounts

-
-

y Performance and Maintenance
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=> Now select Set up or change your home or small office network.

¥ Network and Internet Connections

File Edit View Favorites Tools Help

eﬁack @ O @ pSearch fE" Folders v

fddress |[@e Hetwork and Internet Connections

,.;. Network and Internet Connections
-

See Also

& My Netwark Places

53 Prinkers and Other Pick a task_ "

Hardwars
%3 Remote Deskiop _ N
Set up or change your Internet connection
I' Phone and Madem Options El B Gt
[3] Create a connection to the network at your workplace
Troubleshooters [3] Set up or change your home or small office network

[7) Home or Small Office
Networking

() internek Explorer or pick a Control Panel icon

m MNetwoark Diagnostics

L/
-

-
Internet Options 5 Network Connections

This launches the network wizard.

=>» Skip the welcome screen and the checklist by clicking Next each time.
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Selecting Internet connection as connection method
You will be prompted to select a connection method.

=> Select Other and confirm with Next.
You will now see a screen listing various connection methods.

Metwork Setup Wizard
Select a connection method. %

Select the ztatement that best dezcribes this computer:

(=) Thiz computer connects directly to the Intemet. The other computers on my network connect
to the Intemet through this computer.

Wiew an example.

() Thiz computer cannects to the Internet thraugh anather computer an my netwark or through
a rezidential gatewan.
Wiew an example.

() Other

Learn more about horme or zmall office network. configurations.

< Back ” Mext > ll Cancel

=>» Select This computer connects directly to the Internet. The other computers on
my network connect to the Internet through this computer. and click Next.

=> |n the next window select your network adapter and click Next.

=> Skip the message This network configuration is not advisable with Next.
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Selecting computer names and workgroup

Now you have to specify a name for the PC and assign it to a workgroup.

=>» Enter the name the PCis to appear under on the network. This name must be unique
within the network. You can complete the Computer description box or leave it
empty. Then click Next.

=> Enter a name for the workgroup the PCis to belong to. This name must be identical
for all the PC's in the network. Confirm this with Next.

Metwork Setup Wizard
Give this computer a description and name. %

Computer description: |famiI_I,J oo |

Examples: Family Boom Computer or Monica's Computer

Computer name: |HAMBLIF|G |
Examples: FAMILY or MOMICA

The current computer hame iz HAMEURG.

e Metwork Setup Wizard
aften troe f

If thiz is thel Hame your network.

Learn more|

Mame your nebwork by specifying a workgroup name below. Al computers on your network,
zhould have the same warkagroup name.

Workgroup nane;

Examples: HOME or OFFICE

< Back "_ Mewt > ][ Cancel
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Checking the network settings

You will now see a screen in which you can check the settings you have made and make
any changes you want.

Network Setup Wizard

Ready to apply network settings.__. %

The wizard will apply the following settings. This process may take a few minutes to complete
and cannot be interrupted.

Settings:

Internet connection settings: ~
Internat connection: Local Area Connection

Metwork, settings:

Computer description: farnily room 1
Computer name: HaMBURG

Workgroup name: tMSHOME ¥

To apply these settings, click Mest.

[ < Back ][ Mext > Jl Cancel ]

=> Click Back if you want to make any changes or click Next, if you want to leave them
unchanged.
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Completing the installation procedure

If you do not want to install any more PCs:

=>» Select Only finish the wizard, as it is not run on other computers and confirm
twice with Next.

=> Answer the prompt Do you want to restart your computer now? with Yes.

=> |f you want to set up a network on other PCs with Windows XP, you can now create
a network installation disk.

=>» Select Create a network installation disk and click Next.

=>» Follow the screen instructions and insert a disk. The necessary data will now be cop-
ied. Now label the disk as Network installation.

=>» Confirm the next two screens with Next and complete the installation procedure by
rebooting the PC.

After restarting the PC, your local network is installed.

To set up the network on the other PCs with the same settings, insert the disk in the
drive and run Netsetup with a double click.
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Releasing files and printers

You can now release files and printers on your PC for other users on the network.

Releasing files
=> Open the Desktop and left-click the folder or drive you want to release.

=> Now select the entry Release and security with the right-hand mouse button from
the pop-up menu.

2 My Computer,
File Edit W“iew Favorites Tools Help #

OBa:k @ v I-ﬁ pSearch lij‘ Folders '

Address Q My Computer

v|GD

Marng Type Total Size Free Space  Comments

System Tasks &)

Files Stored on This Computer

View system information {G@shared Documents  Fils Folder
2y Add or remawe programs () Administrator's D...  File Folder

Bﬁ Change a setting

Hard Disk Drives

Other Places o e Local Disk () Local Disk. 2,43 GB 223MB
. Local Disk 16,1 GE 7,23GB
N My Network Flaces

[a Py Documents Devices with Removable Storage

S B 3% Floppy (A1) 3t4-Inch Floppy Disk

B Control Panel (-J030320_1431 (E) €D Drive 634 MB 627 MB

Details

DATA (D:)
Local Disk

File System: FAT32
Free Space: 7,23 GB
Total Size: 16,1 GB

=> |n the window that now opens, select in Network release and security the options:

— Release this folder on the network and
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— Network users can edit files.

DATA (D:) Properties

| General | Tools | Hardware| Sharing |

You can share thiz folder with other ugers on your
netwark. To enable sharing for this folder, click Share this
folder.

() Do nat share this folder

(#) Share thiz folder

Share name: | D%

Cormrment; |Defau|t ghare

User limit: (&) Maximum allowed

() &llows this number of users:

To zet permizzions for ugers who access thiz
folder over the netwark, click Permissions.

To configure zettingz for offline access, click

Caching.

Permizzions

ey L.

Mew Share

[ (1] 4 ][ Cancel ][ Apply ]

=> Finally assign a Share name. From now on, your drive or folder will appear on the
network under this name.

=>» Use Apply to save the current settings. Click OK to close release configuration.

If a hand now appears below your folder or drive on the Desktop then you have config-
ured everything correctly.

96



Sharing files and printers

Releasing printers

=> To release printers select Printers and Faxes in the start menu.
=>» | eft-click the printer you want to release.

=> Now select the entry Sharing with the right-hand mouse button.

=>» The window for defining the printer properties will appear, and the Sharing tab is
open.

&' HP OfficeJet Properties

General | Sharing | Ports || Advanced || Security || Device Settings|

L ‘_l,ﬂ “'ou can ghare this printer with ather uzers on your netwark, To
@ enable sharing for thiz printer, click Share thiz printer.

() D nat share this printer
(%) Share this printer

Share name; | HFOffice

Dirivers

If thiz printer is shared with users running different versions of
Wondowes, you may want to ingtall addiional drivers, 2o that the
uzers do not have to find the print driver when they connect to
the shared printer.

Additional Drivers. ..

[ ak H Cancel H Apply ]

=>» Select Share this printer and assign a Share name. From now on, your printer will
be available to all the other users on the network under this name.

=> Use Apply to save the current settings. Click OK to close release configuration.

Using files and printers on the network (Windows XP)

You can use resources on your PC such as files and printers that have been made avail-
able by other PCs.

If the resource you want to use on your PC is on a Windows 2000 system then you have
to set up user accounts for all the users who are to have access. The same user IDs have
to be entered as on the releasing system.
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Setting up a user account

To set up a user account:
=>» Open the Control Panel and then User accounts.

-2 User Accounts . ”E Zl

» User Accounts
)

Learn About

@ User accounts
@ User account bypes

[2] switching users Pick a task...

Name the new account

Type a name far the new account:
[anne |

=» Select Create new account.
=>» Enter a name for the user.
=>» Click Next.
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=> Select Limited as account type. Then the newly created user will not have any
administrator rights on your PC.

2 User Accounts

B

Learn About .
[B) User account types Pick an account type

Vou must create at least one computer administrator account before you can create other
accaunts,

() Computer administratar Limited

‘With a computer administrator account, you can:
# Create, change, and delete accounts
# Make system-wide changes
# Install programs and access all files

[ < Back] [ create Account | [Cancel J

=>» Click Create account. You will now see the new user account.

-2 User Accounts

Learn About ’ ;' User Accounts

@ User accounts
@ User account bypes

[#) Swiching users Pick a task...

or pick an account to change

Administrator
C ker admin
prote

o f
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=>» You should now assign a password. To do this click the new user account.
=> Select Create Password.

-2 User Accounts

e Back @ ﬂ Harng:

Learn About

m (Creating a secure password

@ (Creating a good password
i

m Remembering a password

B=ES)

Create a password for Anne's account

You are creating a password for Anne. IF you do this, Anne will lose all EFS-
encrypted files, personal certificates, and stored passwords for Web sites or
network resources.

To avoid losing data in the Future, ask Anne ta make a password reset floppy disk,

Type a new password:

Type the new password again ko confirm:

IF the password contains capital letters, they must be byped the same way every time,

The password hint will be visible to everyone who uses this computer,

Create Password

=> Enter a password and then enter it again as confirmation.

=>» Click Create Password.
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Accessing released drives or folders from your PC

You can access drives and folders released on other PCs in two different ways:

& via the My NetworkPlaces of your PC (see page 84).
You should choose this alternative if for example you want to copy files or folders
from another PC to your own or vice versa.

& by hooking on to your PC's file system (see page 102).

You should choose this alternative if you want to work directly with the files or fold-
ers of the other PC. In this case, hook on an entire released drive or folder in your
PC's file system and work with the files as if they were files on your PC.

Please note:

Drives or folders can be simultaneously hooked onto several PCs. It is therefore possi-
ble for other users to access the data. Most applications (e. g. word processing soft-
ware) lock files once they have been opened. This prevents inconsistent data pools. If
you cannot open a file because it is locked, you will normally see a message to that
effect.
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To hook up network drives:
=>» Open the Desktop.
=> |n the Extras menu, select Map network drive.

| Map Network Drive El

‘indows can help you connect to a shared network folder
and assign a drive letter ko the connection so that vou can
access the Folder using My Computer,

Specify the drive letter For the connection and the Folder
that wou want ko connect to:

Drive: ‘Z: v|

Folder: | VH Browse. ..

Example; Viserverishare
Reconnect at logon

Connect using a different user name.

Sign up For online storage of connect to 5
nekwork server,

< Back Finish

=> Select the drive name under which the remote drive is to be hooked on to your PC.

=>» Enter a name under which the drive or folder is to be released for the network. To do
this click Browse. This will open a screen in which you can search the network envi-
ronment.

Browse For Folder

Select a shared network folder

&J My Nebwark Places
=@ Entire Metwork
P, Microsoft Terminal Services
€Y Microsoft windows Netwark
= fo Mshome
i Hamburg
Iy PForzheim
Y weh Client Metwork

Make Mew Folder oK
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=>» Select the resource you want and click OK.
Map Network Drive [g|

‘Windaws can help vou connect ko a shared netwark Folder
and assign a drive letter ko the connection sa that vou can
access the Folder using My Computer.

Specify the drive letter For the connection and the Folder
that you want bo connect to:

Drrive: £ W

Folder: | WPForzheimiC b Browse. ..

Example: \iserverishare
Reconnect at logon
Connect using a different user name.

Sign up For online storage or connect ko &
network server,

< Back I Finish l [ Cancel ]

=> |f you select the option Reconnect at logon, Windows will hook the drive on every

time you start your PC, provided the remote PC is running.
=» Click Finish.

=> Now open the desktop. The remote drive is now available as the network drive. You

can access the files as if they were on your own PC.
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Accessing released printers from your PC

If there is a printer on your local network and it has been released, you can use it to print
out your data. To do this you have to set it up on your PC as the network printer. This can
be done as follows:

=> Open the printer manager with Printers and Faxes in the Start menu.

ﬁ; Administrator

Paint Shop Pro < *_} My Documents

i 5 My Recent Documents F
UltraEdit-32
ﬁ MMy Picktures

‘__i_)) My Music

g‘ MMy Computer

Q My MNetwork Places

All Programs D

@l Log QFff |§| Turn OFF Computer

=> Select Add printer. This opens the printer installation wizard.
=> Click Next.

=> In the next window select Network printer or printer connected to another com-
puter.

=> Click Next again.
=>» Select Browse for a printer to look for the printer on the network.
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=>» Click Next. This will open a screen in which you can search the network environment
for the printer.

Add Printer, Wizard

Specify a Printer
If you don't know the name or address of the printer, you can search for a printer
that meets your needs.

‘what printer do you want to connect to?

(&) Browse for a printer

() Connect to thiz printer (or to browse for a printer, zelect this option and click Next]):

M arme: | |

Example; “\serversprinter

(@I IERLEYEE: A dd Printer, Wizand

URL: Browse for Printer
‘when the list of printers appears, select the one you want to uge,
Example: htt)

Frinter:

Shared printers:

% Microsoft Windows Netwark
£ MSHOME
“El HAMBURG

Frinter information
Cammerit:

Status: Ready Dacuments waiting: 1]

[ < Back ]L Mext » ][ Cancel

=> Select the printer you want and click Next.
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=>» Complete printer installation with Finish.

Add Printer, Wizard

Completing the Add Printer
Wizard

You have successfully completed the Add Printer 'wizard.
“Y'ou specified the following printer settings:

Mame: HF Officelet
Default: Yes
Location:

Comment:

To close this wizard, click Finish.

[ < Back ” Finish ] Cancel

The newly installed printer will now appear in the printer list and can be used just like a
local printer.

Making your own files and printers available (Windows 2000)

To release files or printers on a PC with Windows 2000 for other users on the network:

Install the network services (see below).

1
2. Select computer names and workgroup (see page 109).
3.
4
5

Set TCP/IP protocol (see page 110).

. Set up users (see page 112).

Release files and printer (see page 115).

Installing network services

You have to install the network services before the PCs in your network can access
shared resources. Have your Installation CD to hand. Then:

106



Sharing files and printers

=>» Open the Control Panel and then open Network and Dial-up Connections.

=l Network and Dial-up Connections - ||:||1|

J File Edit ‘“iew Favorites Tools  Advanced  Help |
J “Back - = - | Qhsearch (Y Fclders £ HHistory |%’ 5 = | E~

J Address I Metwork and Dial-up Connections j 6>G°

J Mame ¢ | Tvpe | Skakus
Make Mew Connection
==Local Area Connection Lan Mebwark cz

Netwclnrk and Dial-
up Connections

This folder contains network,
connections for this computer, and
a wizard to help you create a new
connection,

To create a new connection, click
Make New Connection.

To open a connection, click its icon,

To access settings and components
of a connection, right-click its ican
and then click Properties,

Toidentify wour computer on the
nebwork, click Metwork
Identification,

To add additional networking
components, click Add Metwark,
Components.,

Select an item to view its
description. 4 | |

54

|2 objectisy | |

=> Select in the left-hand pane the entry Add network components.
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=> Select Networking services and click Next.

Windows Optional Networking Components Wizard

Windows Components
You can add or remove components of Windows 2000,

To add or remove a component, click the checkbox, & shaded bos means that only
pait of the component will be installed. To see what's included in a component, click
Details.

Components:

O Eg] Managernent and Monitoring Toolz 0.8 ME ;I
: - 0.1 MB

O Eg] Other Metwork File and Print Services

[-|

Description:  Containg a wariety of specialized. network-related services and protocals.
Tatal disk space required: 0.1 kB Dietails |
Space available on disk: 292 5 MB —

< Back I Mest = I Cancel |

=> Insert the WIN2000 CD and click the OK button to install all the required compo-
nents.

msertpisk x|
Fleaze inzert the Compact Dizc labeled WwWindows 2000 0
@ Profeszional CO-ROM" inta pour CO-ROM drive [E:] and
then click OF.
Cancel |

You can alzo chick QK if you want files to be copied
from an alternate location, such az a loppy disk or a
nebaik server.
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Sharing files and printers

Now you have to specify a name for the PC and assign it to a workgroup.

=> Click Network identification and then Properties.

[E1 Network and Dial-up Connections -0l x|
J File Edit Wiew Favorites Tools Advanced  Help |
J FBack - = - | @Search [ Folders @History | FEQLr it te ! | [
J Address I Metwork and Dial-up Cornections j @Go
. 1 J Mame | Type I Skakus
Make MNew Connection
eLocal Area Connection LAN Mebwork ce

Netw;:irk and Dial-

a wizard to help you create a new
conneckion,

To create a new connection, click
Make New Connection. Enmputer name:

up Connections

This Folder contains network YY'ou can change the name and the membership of this
connections far this computer, and computer. Changes may affect access to network resources,

2%

To open a connection, click its icon. harnbre

Ta access settings and components
of & commection, right-click its icon Full camputer nare:
and then click Propetties, hamburg.

Toidentify your computer on the
niebwork, click Metwork,
Idenkification.

To add additional networking

kaore. . |

components, click Add Metwork — Member of
Components, .
 Damair:

description, ;L
|@ 2 object(s)

Select an item to view its I

¢ workgroup:

IWDHKGHDLIF'

[

Cancel

=> In the Computer name box, enter the name the PC is to appear under on the net-

work. This name must be unique within the network.

=> In the Workgroup box, enter a name for the workgroup. This name must be the

same for all the PCs on the network.
=>» Confirm this with OK.
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Setting the TCP/IP protocol

The TCPIIP protocol ensures that the PCs on the network can communicate with each
other. This protocol requires certain settings which you will now make so that it can

function smoothly.

=> Right click to open Local Area Connection. In the next window click Properties.

[E5] Network and Dial-up Connections - | EI|1|
J File Edit ‘iew Favorites Tools Advanced Help |
J RBack v = - | Qhsearch [Falders €4 History | FEQLr S e | EERS
J Address I Metwork and Dial-up Connections j @GU
Mame £ | Type | Skatus
E Make Mew Connection
(= 0 onnection L& Mebwork ce
Network and Dial-
up Connections
Local Area Connection Properties 2=l

Local Area Connection

General |

Type: LAN Connection

Skatus: Metwork cable unplugged Connect using:

3Com EtherLink XL 10{100 PCI For
Complete P Management MIC
(3CI05C-T%)

Components checked are uzed by thiz connection:

I B 3Com EtherLink %L 104100 PCI For Complete PC Manage

Client for Microzoft Metworks
File and Printer Sharing
et Pr [TCR/

Uninztall

Install... |

Froperties

T

&7 3Com EtherLink L 10/100 PCI For Complet

r— Dezcription

Tranzmizzion Contral Protocol/Intermet Pratocal. The default
wide area network protocol that provides communication

acrozs diverse interconnected networks,

™ Show icon in taskbar when connected

0K

Cancel

=> |n the lower section of the window, select the option Display icon in taskbar when

connected.
=> Left-click to select Internet Protocol (TCP/IP) and click Properties.
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=> Select the entries Obtain an IP address automatically and Obtain DNS server
address automatically.

Internet Protocol {TCP/IP) Properties ed

General

Y'ou can get 1P settings azzigned automatically if your network. supports
thiz capability. Othenwize, you need to ask your netwark, adminiztrator for
the appropriate [P zettings.

¥ Obtain an [P address automatically

" Use the following IP address;
|F address: I

Subnet mazk: I

[efaul gateway: I

¥ Obtain DNS zerver address automatically

" Use the following DMS server addresses;

Freferred DS server I

Sltermate NS server: I

Advanced... |
(] I Cancel |

=» Close this and the next window with OK.

Please note:

You can of course define IP addresses manually. This is necessary for example in ad-
hoc networks. How to assign static IP addresses is described in the Appendix on
page 126.
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Setting up user names

All the users who want to access resources released on your PC have to be given a user
entry. You should set up these users now so that you can assign access rights for them.

=>» Open the Control Panel and then open Users and passwords.

i
J File Edit ‘iew Favorites Tools Help |

J 4=ack -~ = - | @ search [YFolders CHHistory | FEgLY Ml vy | [E~

| Address |@) control Panel x| P

Mame | Commenk |

— L
IJ Accessibility Options  Customizes accessi...
&

2 %Addi’Remove Har... Installs, removes, a...
Control Panel P.dd,l’Remove Pro...  Installs and remove. ..
Jr R TP PR

-2
Users and Passwords Users and Passwords hd B

Manages users and password:
this computer Users I Advanced I

‘Windows Update

Use the list below to grant ar deny users access ta your
Wwindows 2000 Support

computer, and to change passwords and other settings.

¥ Users must enter a user name and password ko use this computer,

Usets For this computer:

User Mame | Sroup |
Fidministrator adrinistrators
Guest Guests

add. .. | Remaowve | Propetties |

—Passward Far Adminiskrataor

g To change vour password, press Chrl-alk-Del and select

Change Password,
Sek Password., . |
074 I Cancel | Aoy |

=> Select Users must enter a user name and password for this computer.
=> Click Add.

=>» Enter a user name of your choice. This must be unique on the network. The boxes
Full name and Description can be left blank

Manages users and passwords fo
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=>» Confirm this with Next.

Add New User x|

Enter the basic information for the new user,

User name: I Anry
Full narme: I Anny Gray

Description: I

To conkinue, click Mext,

= Back I Mext = I Cancel |

=>» Now assign a password and confirm it by entering it again. Confirm this with Next.

=> |n the next window you can define the type of access. Select Other, choose Admi-
nistrators from the selection list and click Finish.

Add New User x|
What level of access do you want ko grant this user?

" Standard user {Power Users Group)

Users can modify the computer and install programs,
but cannot read files that belong to other users,

" Restricted user {Users Group)

Users can operate the computer and save documents,
but cannot install programs of make potentially
damaging changes to the system files and settings.

+ Dther: IAdministrators j

Administrators have complete and
unrestricked access ko the
computerfdomain

< Back I Firish I Zancel |

=>» Save the settings with Apply and close user administration with OK.

113



Sharing files and printers

=>» |f you ever want to change your password, open this window again, select the user
name in question and click Set Password.

Users I.ﬁ.dvanced I

Use the list below to grant or deny users access ko your
computer, and to change passwords and other settings.

¥ Users must enter a user name and passwiord to use this compuker.

Users For this computer:

User MNare | Sroup |
@.ﬁ.dministrator Adrninistrators
m.ﬁ.nny Adrninistrakors
gGuest Guesks
Add... Remowve Properties

Password For Anny

‘g To change the passwaord For anny, click Set Password,

Set Password, .. |

(o] 4 Cancel | Sl |
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Releasing files and printers

You can now release files and printers on your PC for other users on the network.
Releasing files
=> Open the Desktop and right click the folder or drive you want to release.

=> Now select the entry Share with the left-hand mouse button from the pop-up

menu.
DATA (D:) Properties ﬂﬂ

Generall Toolz I Hardware Sharing |

ou can share this folder among ather uzers on pour
network, Tao enable sharing for thiz falder, click Share thiz
folder.
™ Do nat share this folder
—{* Share thiz folder

Share name: |D$ j
Cornrmert; IDefauIt zhare
Lzer limit: & b awimurn allowed

 Bllow I _% Users
To set permizzions for how users access this ElriesEms |
falder aver the network, click Permizsions.

T

Share Mame: || | ok
MHew Share
Comment: I Tl |

Uzer Lirnit: o
Permissionz...

|

& Maximum Allowed cel | Apply |

Ao I 3: Users

=>» Select Share this folder and click New share.

=> Assign a share name and, if you want, acomment of your choice. From now on, your
drive or folder will appear on the network under this name.

=>» Now click Permissions.
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Now you can assign
=> Click Add.

Permissions for

printers

user rights to the registered users.

Share Permizsions |

M ame

| Add...

‘ Everyone

Remove |

Permizzions: Al Deny
Full Contral O
Change O
Fead O

(] I Cancel Spply
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=>» Select the users you created earlier and click Add.

i Select Users, Computers, or Groups 2lx]

Lookin: | HaMBURG =l
Mame | |1 Folder | ﬂ
€ Administrator HAMBURG
7 Anry HAMBURG
) Guest HAMEURG
R Administrators HAMBURG
Backup Operatars HaMBURG
5 Guests HAMEURG
% Power Lsers HAMELIRG =l

sdd | Check Names
HAMBURG\Arny

a. I Caticel
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In the next window you can define who should have which access rights to your PC. Nor-
mally the read only right is chosen.

=> Select a user in the upper pane, and then in the lower pane the rights you want to
assign.

2l

Share Pemissions I

Marne | Add...
7 Anny Gray [HAMEURGYAnny)

Remowve |
ﬂE Everyone

Permizzions:; Lillo Deny
Full Cantral O
Change O
FRead O

] I Cancel Apply

=>» To save the settings you have made, click Apply and OK. Close the next window as
well with OK. Close the properties window with OK.
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Releasing printers
=> To release printers select Printers and Faxes in the start menu.

=>» Right-click the printer you want to release.
=> Now select the entry Sharing with the left-hand mouse button.

&7 HP OfficeJet L¥ Properties 2l

General  Sharing |F'|:urt$ I Advancedl Securit_l,ll Device Settingsl

5 HP Dfficelet X
]

™ Mot shared
% Shared as HFCiffice

Dirivers for different wergions of Windows

|F thiz printer iz shared with users nning different versions of
Windows then you will need ta install additional drivers for it.

Additional Drivers... |

0k I Cancel Apply

=> Select Shared as and assign a share name. From now on, your printer will be avail-
able to all the other users on the network under this name.

=> |f this printer is to be accessed by users with PCs that have a different operating sys-
tem, you will have to install additional drivers. To do this click Additional drivers...
and follow the instructions.

=>» Use Apply to save the current settings. Click OK to close share configuration.
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Using files and printers on the network (Windows 2000)

You can use resources on your PC such as files and printers that have been made avail-
able by other PCs. To do this you have to make these resources available on your PC.

Accessing released drives or folders from your PC

You can access drives and folders released on other PCs in two different ways:

L 4

via the My NetworkPlaces of your PC (see page 84).

You should choose this alternative if for example you want to copy files or folders
from another PC to your own or vice versa.

by hooking on to your PC's file system (see page 121).

You should choose this alternative if you want to work directly with the files or fold-
ers of the other PC. In this case, hook on an entire released drive or folder in your
PC's file system and work with the files as if they were files on your PC.

Please note:

Drives or folders can be simultaneously hooked onto several PCs. It is therefore
possible for other users to access the data. Most applications (e. g. word process-
ing software) lock files once they have been opened. This prevents inconsistent
data pools. If you cannot open a file because it is locked, you will normally see a
message to that effect.
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To hook up network drives:

EEMy Network Places

JF\\e Edit View Favoites Took Hep

Sharing files and printers

=> Open the My NetworkPlaces and then Computers near me.

=10/

J hack + = - ‘ Qzearch LyFolders (HHstory |%' Exm | B

j f)Go

JAddress |@ ity

=

Add Netwark Entive Metwork  Complters

My Nétwork Places Plece Mear e

Use this folder to open files and
folders on other computers and b
install netwark printers,

To set up networking an your

fL Computers Near Me

=01

computer, cick Network and Dishup J Fle Edt Wew Favorites Tools  Help i
Connections, -
J Fhack + = - | @Search [ Folders @Histury ||E Exm ‘ i

Select an item to view its —
description, JAddress |C0mputers Near M j e
See alst: | IJ
My Documents
iy Computer S

Computers Near Me

|3 object(s) Select an ibem o view its
deseriptian.
|10b]ect(s) 4

will now see the shared resources on that PC.

=>» Open the PC containing the resources you want to access with a double click. You
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=>» | eft-click the resource you want to attach to your PC and open the pop-up menu
with the right-hand mouse button Map network drive.

Map Network Drive =|

Windows can help vou connect to a shared network Folder
and assign a drive letter ko the connection so that wou can
arcess the folder using My Computer,

Specify the drive letter for the connection and the Folder
that vou want to connect to;

Drive: IG: j
Folder: I j Browse, ., |

Select a shared netwark Folder

My Metwork Places -
E‘@ Entire Metwork
EI-,I"' Microsoft Windows Metwork,
El&I Warkgroup
Hamburg
E| Salzburg
@ O
R |
@' SharedDocs —
Printers LI

| Ik I Cancel | Hew Fn:nlderl

&

P =

=>» Select the drive name under which the remote drive is to be hooked on to your PC.

=>» Enter a name under which the drive or folder was released or click Browse. This will
open a screen in which you can search the network environment.

=>» Select the resource you want and click OK.
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Map Network Drive x|

Windows can help you connect ko a shared netwark Folder
and assign a drive letter to the connection so that you can
access the folder using My Computer.

Specify the drive letter for the connection and the Folder
that you want to connect to:

Dirive: IG: j
Falder: I".".53|2b'-lrg".E j Brawse. .. |

Example; Y\serverishare

¥ Reconnect at logon

Connect using a different user name,

Create a shortcut bo a Web Folder or FTP site,

< Back I Firish I Cancel |

=> |f you select the option Reconnect at logon, Windows will hook the drive on every
time you start your PC, provided the remote PC is running.

=» Click Finish.

=> Now open the Desktop. The remote drive is now available as the network drive. You
can access the files as if they were on your own PC.
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Accessing released printers from your PC

If there is a printer on your local network and it has been released, you can use it to print
out your data. To do this you have to set it up on your PC as the network printer. This can
be done as follows:

=>» Open the printer manager with Start — Settings — Printers.

=> Click the Add printer icon. This opens the printer installation wizard.
=> Click Next.

=> In the next window select Network printer.

=>» Click Next again.

=> Select Enter printer name or click "next" to look for a printer and click Next. This
will open a screen in which you can search the network environment for the printer.

=> Select the printer you want and click Next.

Add Printer Wizard

Locate Your Printer
How do you want to locate your printer?

If vou don't know the name of the printer, you can browse for one on the network.

“what do you want to do?

% Type the printer name, or click Next to browse for a printer

Mame: Il

I C t t0 & printer ¢ p—— m—
S e Add Printer Wizard
iRl I Browse For Printer

Locate your network, printer

Frinter: I\\SALZBUF!G\HP Officelet L

Shared printers:
%é& Microzoft Windows Metwaork
£ WORKGROUP
& WSALZBURGAHP Officelet L} HF Officelet Lx
"Bl SALZBURG

HF Office.t L

Frinter infarmation

Comment:
Status: Feady Documents " aiting: 1}

< Back I Mext » I Cancel |

=> Answer the prompt whether the printer is to be used as the standard printer with Yes
or No and click Next.
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=>» Complete printer installation with Finish.

Add Printer Wizard

&

Completing the Add Printer
Wizard

You specified the following printer settings:

HP Officelet L on SALZBURG
Mo

Marme:
Default:
Locatior:
Camment:

To close this wizard, click Finish.

“You have successfully completed the Add Printer wizard.

Sharing files and printers

< Back I Finizh I

Lance] I

The newly installed printer will now appear in the printer
local printer.

listand can be used just like a
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Appendix: Defining IP addresses

Appendix: Defining IP addresses

The IP address is used for the unique identification of a network component. You can
define IP addresses as static or dynamic. This is done while defining the PC network con-
figuration. In many cases the IP addresses are defined as dynamic and so can change
every time you log in to the network.

For some applications however you have to make sure that the PCs always have the
same IP address.

If you opted for automatic assignment of IP addresses during installation, you can
change this via the PC network configuration.

Network configuration differs depending on the Windows operating system you are
using. Below you will find the procedure for Windows 98 from page 127, for
Windows XP from page 131 and for Windows 2000 from page 134.

Private IP addresses

You can determine your own private IP addresses for the PCs in your local network. To
do this use addresses from an address block reserved for private use. This is the address
block

192.168.0.0 - 192.168.255.254

Example:
PC1:192.168.15.1
PC 2:192.168.15.2 etc.

Please note:

The subnet mask used must be 255.255.255.0. This means that the first three address
segments for all network components (including the router) must be identical.

& Correctise.qg.:
Router address: 192.168.2.1
PC1:192.168.2.12
PC2:192.168.2.60 ...

# Incorrect would be e. g.:
Router address: 192.168.2.1

PC1:192.168.3.2
PC2:192.168.4.3
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Windows 98

To set an IP address for your PC:
=> Select Start — Settings — Control Panel.
=> Double-click the Network icon.

=> In the Network window, select the TCP/IP entry for your network card or network
adapter in the Configuration tab. Make sure you select the right TCP/IP entry if there
are several in the selection list.

& Siemens Gigaset PC Card 54

4 TCPAP -» 3Com 3C920 Integrated Fast Ethemet Cantrall
4 TCPAP -+ Dial-Up Adapter

I TCPA

l.'— File and printer sharing for Microsaft Metwarks

8 T Renoe | Poeties |

Client far Microzoft Metworks
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=> Click Properties.

TCFP/IF Properties

—

192.168. 2 .10

2h5.2550.255. 0

=> Click the IP address tab and check the Specify an IP address option.

=» Enter the IP address for the PC in the IP address box. Please bear in mind the infor-
mation on page 126.

=>» Enter the subnet mask 255.255.255.0 in the box Subnet Mask.

Please note:
If your PC has already been configured with a static IP address and you now need a
dynamic one, select Obtain an IP address automatically. Then no further informa-

tion will be required.
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=>» Open the Gateway tab.
TCPAIP Properties

92168 2 . 1 ] [Lohd ]

19216821

Please note:

A gateway acts as a bridge between two networks with a different architecture. In
our case this is the Gigaset Router between the local TCP/IP network and the WAN

=> Enter the IP address of the router in the New Gateway box and then click Add.
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=>» Open the DNS configuration tab.

TCF/IP Froperties

192.168. 2 . 1| |

- Li —

=>» Select Enable DNS.

Please note:

DNS (Domain Name System) allows IP addresses to be assigned to a PC or domain
names.

=» Enter the IP address of the router in DNS Server Search Order.
=>» Click Add.
=» Click OK twice to close the Network window.

=> Restart your network.
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Windows XP

Please note:

If you have a wireless connection between the router and PC: Make sure that the Use
Windows to configure the settings function has been disabled.

This can be done as follows:

1. Click Start — Settings — Control Panel — Network Connections — LAN or High-
Speed Internet — Wireless Network Connection — Properties.

2. In Wireless Network Connection Properties click Wireless Networks.

Deactivate Use Windows to configure my wireless network settings.

To set a static IP address for your PC:
=> Click Start — Control Panel.

=>» Select Network and Internet Connections and then click the Network Connec-
tions icon.

=> Double-click the LAN connection with which you are connected to the router.

Wireless Network Connection Status .

General | Suppnrt|
Conhection
Status: Connected
Diuration: 003185
Speed: 540 Mbps
Signal Strength: 7 oonll
Achivity
Sent —— @, —— Received
Packets: 70 I 2
Froperties H Dizable ]
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=> |n the General tab click Properties.

-+ Wireless Network Connection Properties

General | Wwiireless Metworks | Authentication | Advanced |

Connect uging:

BES Siemens Gigazet PC Card 54

Thiz connection uses the following items:

gl:lienl for Microsoft Metwarks
g File: and Printer Sharing for Microsoft Mebwark s
QQDS Packet Scheduler

Internet Pratocal [TCRAAR)
Install... rirztall
Dezcription

Tranzmizzion Contral Protocol/ntermet Protacal. The default
wide area network protocol that provides communication
across diverse interconnected network.s.

Show icon in notification area when connected

[ ok ] [ Cancel
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=> Select Internet Protocol (TCP/IP) and click Properties.

Internet Protocol (TCP/IP) Properties

General |

You can get [P settings assigned autamatically if wour netwark, supports
thiz capability. Otherwize, you need to ask your network administrator for
the appropriate [P settings.

(7 Obtain an IP address automatically
() Uze the fallowing IP address:

IP address: | 192.168. 2 . 61 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | 192.168. 2 . 1 |

Obtain DMS zerver addrezs automatically
(%) Uze the fallowing DMS server addresses:
Preferred DNS server [z 188, 2 . 1| |

Alternate DMS server | . . . |

I Ok H Cancel ]

=> Select Use the following IP address.

=>» Enter the IP address for the PC in the IP address box. Please bear in mind the infor-
mation on page 126.

Please note:

If your PC has already been configured with a static IP address and you now need
a dynamic one, select Obtain an IP address automatically. Then no further
information will be required.

=> Enter the subnet mask 255.255.255.0 in the Subnet mask box.
=> Enter the IP address for the router in the Standard-Gateway box.

Please note:
A gateway acts as a bridge between two networks with a different architecture. In
our case this is the Gigaset Router between the local TCP/IP network and the WAN

=> Select Use the following DNS server addresses.
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Please note:

DNS (Domain Name System) allows IP addresses to be assigned to a PC or domain
names.

=>» Enter the IP address for the router in the Preferred DNS server box.
=>» Click OK or Cancel to close each window.

=» Restart your network.

Windows 2000

To set a static IP address for your PC:
=> Click Start — Settings — Control Panel.
=> Double click the Network and Dial-up Connections icon and then Local Area Con-

nection.
General |
— Connection
Status: Connected
Diuration: 00:04:43
Speed: 54.0 Mbpz
— Activity -
Sent —— 'I ——  Received
L4
Packets: E1 I 9
Dizable |
Close |

=> |n the General tab click Properties.
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Local Area Connection Properties 2] x|

General |

Connect using:

Siemens Gigazet PC Card 54

Components checked are used by thiz connection:

Client for Microgsoft Metwork.s
File and Printer Sharing for Microsoft Mebworks
Internet Prok [TCPAPR]

Inztall... | ninztall Properties

Dezcription

Tranzmizzion Control Pratocoldlnternet Pratocol. The detault
wide area network protocol that provides communication
acrozs diverse interconnected networks.

W' Show icon in tazkbar when connected

QK Cancel

=>» Select Internet Protocol (TCP/IP) and click Properties.
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Internet Protocol {TCP/IP) Properties ﬂﬂ

General

Y'ou can get IP sethings azsigned automatically if pour network, supports
thiz capability. Otherwize, you need to ask your network, administrator for
the appropriate [P settings.

" Obtain an IP address automatically

—{% Use the follawing IP address:

IP* addrezs: I 192 1683 . 2 . Bl
Subnet mazk: I 285 28R /e, 0
Diefault gateway: {192 166. 2 . 1

| Dbtain DHE serven addiess automatically

—1{% Use the following DM5 server addresses:

Freferred DMS server: I 192 163, 2 .1

Altemate DHS server: I

Advanced... |
QK I Cancel |

=> Select Use the following IP address.

=>» Enter the IP address for the PC in the IP address box. Please bear in mind the infor-
mation on page 126.

Please note:

If your PC has already been configured with a static IP address and you now need
a dynamic one, select Obtain an IP address automatically. Then no further
information will be required.

=> Enter the subnet mask 255.255.255.0 in the Subnet mask box.
=> Enter the IP address for the router in the Standard-Gateway box.

Please note:

A gateway acts as a bridge between two networks with a different architecture. In
our case this is the Gigaset Router between the local TCP/IP network and the WAN.

=> Select Use the following DNS server addresses.
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Please note:

DNS (Domain Name System) allows IP addresses to be assigned to a PC or domain
names.

=>» Enter the IP address for the router in the Preferred DNS server box.
=>» Close this and the next window with OK.

=» Restart your network.
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Glossary

Access point

An Access Point, such as the Gigaset Appl, is the heart of a wireless local network
(WLAN). It ensures the connecting of network components linked by wire and handles
the data traffic in the wireless network. The Access Point is also the interface to other
networks, e. g. an existing Ethernet LAN or via a modem to the Internet. The operating
mode of wireless networks with an Access Point is called Infrastructure mode.

Ad-hoc mode

The Ad-hoc mode is a way operating wireless local networks (WLAN) in which the net-
work components set up a spontaneous network without an Access point, e. g. several
Notebooks used in a conference. All the network components have equal rights. They
must be fitted with a wireless Network adapter.

Auto-Reconnect

Auto-Reconnect means that applications such as Web Browser, Messenger and E-Mail
automatically open a connection to the Internet when they are launched. This can lead
to high charges if you are not using Flat rate. This function can be deactivated at the
Gigaset Appl to reduce costs.

Bridge
A Bridge connects several network segments to form a joint network, e. g. to make a
TCPI/IP network. The segments can have different physical characteristics, e. g. different

connections such as Ethernet and wireless LANs. Linking individual segments via
Bridges allows local networks of practically unlimited size.

See also: Switch, Hub, Router, Gateway

Broadcast

A Broadcast is a data packet not directed to a particular recipient but to all the network
components on the network. The Gigaset Appl does not pass broadcast packets on; they
always remain within the local network (LAN) it administers.

BSSID

Basic Service Set ID

BSSID permits unique differentiation of one wireless network (WLAN) from another. In
Infrastructure mode the BSSID is the MAC address of the Access point. In wireless net-
works in Ad-hoc mode the BSSID is the MAC address of any one of the participants.
Client

A Client is an application that requests a service from a Server. For example, an HTTP
Client on a PCin a local network requests data, i.e. Web pages, from an HTTP Server on
the Internet. Frequently the network component (e. g. the PC) on which the Client appli-
cation is running is also called a Client.
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DHCP
Dynamic Host Configuration Protocol

DHCP handles the automatic assignment of IP addresses to network components. It was
developed because in large networks — especially the Internet — the defining of IP
addresses is very complex as participants frequently move, drop out or new ones join.
A DHCP Server automatically assigns the connected network components (DHCP
Clients) Dynamic IP addresses from a defined IP address pool thus saving a great deal of
configuration work. It also allows address pools to be used more effectively: Since not
all participants are on the network at the same time, the same IP address can be
assigned to different network components in succession as and when required.

The Gigaset Appl includes a DHCP Server and so it can automatically assign IP addresses
for the PCs on its local network. You can define for a particular PC that its IP address will
never change.

DHCP Server
See DHCP

DMZ
Demilitarised Zone

DMZ describes a part of a network that is outside the Firewall. A DMZ is so to speak set
up between a network you want to protect (e. g. a LAN) and an insecure network (e. g.
the Internet). A DMZ is useful if you want to offer Server services on the Internet which
for security reasons are not to be run from behind the firewall or if Internet applications
do not work properly behind a firewall. A DMZ permits unrestricted access from the
Internet to only one or a few network components, while the other network compo-
nents remain secure behind the firewall.

DNS

Domain name

DNS permits the assignment of IP addresses to computers or Domain names that are
easier to remember. A DNS Server has to administer this information for each LAN with
an Internet connection. As soon as a page on the Internet is called up, the browser
obtains the corresponding IP address from the DNS Server so that it can establish the
connection.

On the Internet the assignment of Domain names to IP addresses follows a hierarchical
system. A local PC only knows the address of the local Name Server. This in turn knows
all the addresses of the computers on the local network and the next higher Name
Server, which again knows addresses on its network and that of the next Name Server.
DNS Server

See DNS

Domain name

The Domain name is the reference to one or more Web Servers on the Internet. The
Domain name is mapped via the DNS service to the corresponding IP address.
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DSL

Digital Subscriber Line

DSL is a data transmission technique in which a connection to the Internet can be run
at 1.5 Mbps over normal telephone lines. A DSL connection is provided by an Internet
Service Provider. It requires a DSL modem.

Dynamic IP address

A dynamic IP address is assigned to a network component automatically via DHCP. This
means that the IP address of a network component can change with every login or at
certain intervals.

See also: Static IP address

DynDNS

Dynamic DNS

Domain Name Service (DNS) is used to assign Domain names and IP addresss. For Dyna-
mic IP addresss this service is now enhanced with the so-called Dynamic DNS (DynDNS).
This permits the use of a PC with a changing IP address as a Server on the Internet.
DynDNS ensures that a service on the Internet can always be addressed under the same
Domain name regardless of the current IP address.

Encryption

Encryption protects confidential information against unauthorised access. With an
encryption system data packets can be sent securely over a network. The Gigaset Appl
uses WEP encryption for secure data transmission over wireless networks.

Ethernet

Ethernet is a network technology for local networks (LAN) defined by IEEE as Standard
IEEE 802.3. Ethernet uses a base band cable with a transmission rate of 10 or 100 Mbps.
Firewall

Firewalls are used by network operators as protection against unauthorised external
access. Thisinvolves a whole bundle of hardware and software actions and technologies
that control the data flow between the private network to be protected and an unpro-
tected network such as the Internet.

See also: NAT

Flat rate

Flat rate is a particular billing system for Internet connections. The Internet Service Pro-
vider charges a monthly fee regardless of the duration and number of logins.

Full duplex

Data transmission mode in which data can be sent and received at the same time.

See also: Half duplex

Gateway

A Gateway is a device for connecting networks with completely different architectures
(addressing, protocols, application interfaces etc). Although it is not totally correct, the
term is also used as a synonym for Router.
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Global IP address
See Public IP address

Half duplex
Operating mode for data transfer. Only one side can receive or send data at a time.

See also: Full duplex

HTTP proxy

An HTTP proxy is a Server that network components use for their Internet connections.
All requests are sent via the proxy.

Hub

A Hub connects several network components in a star-topology network by sending all
the data it receives from one network component to all the other network components.
See also Switch, Bridge, Router, Gateway

IEEE

Institute of Electrical and Electronic Engineers

IEEE is an international body for defining network standards, especially for standardiz-
ing LAN technologies, transmission protocols and speeds, and wiring.

IEEE 802.11

IEEE 802.11 is a standard for wireless 2.4-GHz band LANs. In so-called Infrastructure
mode end devices can be connected to a base station (Access point) or connect with
each other spontaneously (Ad-hoc mode).

Infrastructure mode

Infrastructure mode is a way of operating wireless local networks (WLAN), in which an
Access point handles the data traffic. Network components cannot establish a direct
connection with each other as is the case in Ad-hoc mode.

Internet

The Internet is a wide-area network (WAN) linking several million users around the
world. A number of Protocols have been defined for exchanging data known by the
name TCP/IP. All participants in the Internet are identifiable by an IP address. Servers are
addressed by a Domain name (e. g. siemens.com). Domain Name Service (DNS) is used
to assign Domain names to IP addresses.

Among the most important Internet services are:

& electronic mail (email)

& World-Wide Web (WWW)

& file transfer (FTP)

& discussion forums (Usenet | Newsgroups)

Internet Service Provider
An Internet Service Provider offers access to the Internet for a fee.

141



Glossary

IP

Internet Protocol

The IP Protocol is one of the TCP/IP protocols. It is responsible for the addressing of par-
ticipants in a network using IP addresses and routes data from the sender to the recipi-
ent. It decides the paths along which the data packets travel from the sender to the
recipient in a complex network (routing).

IP address

An IP address is a network-wide unique address of a network component in a network
based on the TCP/IP protocol (e. g. in a local network (LAN) or on the Internet). The IP
address has four parts (decimal numbers) separated by periods (e. g. 192.168.2.1). The
IP address comprises the network number and the computer number. Depending on the
Subnet mask one, two or three parts form the network number, the remainder the com-
puter number. You can find out the IP address of your PC using the ipconfig com-
mand.

IP addresses can be assigned manually (see Static IP address) or automatically (see
Dynamic IP address).

On the Internet Domain names are normally used instead of the IP addresses. DNS is
used to assign Domain names to IP addresses.

The Gigaset Appl has a Private IP address and a Public IP address.

IP address pool

The Gigaset Appl's IP address pool defines a range of IP addresses that the router's DHCP
Server can use to assign Dynamic IP addresses.

IPSec
Internet Protocol Security

The term IPSec covers a number of Protocols used for encrypted transmission of data
packets over the Internet. IPSec uses digital certificates for device authentication. IPSec
is offered by Internet Service Providers forimplementing Virtual Private Networks (VPN).

See also: PPTP, L2TP

ISP

Internet Service Provider see Internet Service Provider
L2TP

Layer Two Tunneling Protocol

L2TP is an extension of PPTP and is offered by Internet Service Providers for implement-
ing Virtual Private Networks (VPN). It covers most of the features of PPTP but with less
overhead and is better for managed networks.
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LAN

A local network links network components so that they can exchange data and share
resources. The physical range is restricted to a particular area (a site). As a rule the users
and operators are identical. A local network can be connected to other local networks
or a wide-area network (WAN) such as the Internet.

You can use the Gigaset SE 105 dsl/cable to set up both a wired local Ethernet network
and also as wireless network as per the IEEE 802.11g standard.

Local IP address

See Private IP address

MAC address

Media Access Control

The MAC address is used for the globally unique identification of a Network adapter. It
comprises six parts (hexadecimal numbers), e. g. 00-90-96-34-00-1A. The MAC address
is assigned by the network adapter manufacturer and cannot be changed.

Mbps

Million bits per second

Specification of the transmission speed in a network.

MRU
Maximum Receive Unit

The MRU defines the maximum payload data within a data packet.

MTU
Maximum Transmission Unit

The MTU defines the maximum length of a data packet that can transported over the
network at a time.

NAT
Network Address Translation

NAT is a method for implementing IP addresses (mostly Private IP addresses) in a net-

work on one or more Public IP addresses on the Internet. With NAT several network com-
ponents in a LAN can share the router's public IP address to connect to the Internet. The
network components of the local network are hidden behind the router's IP address reg-
istered on the Internet. As a result of this security function NAT is frequently used as part
of the network Firewall. If you want to make services on a PC on the local network avail-
able on the Internet despite NAT, you can configure the Gigaset Appl as a Virtual server.

Network

A network is a group of devices connected in wired or wireless mode so that they can
share resources such as files and peripherals. A general distinction is made between
local networks (LAN) and wide-area networks (WAN).
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Network adapter

The network adapter is the hardware device that realises the connection of a network
component to a local network. The connection can be wired or wireless. A wired net-
work adapter is for example an Ethernet network card. Wireless network adapters are for
example the Gigaset PC Card 54 and Gigaset PCI Card 54.

A network adapter has a unique address, the MAC address.

Port

Data is exchanged between two applications in a network via a Port. The port number
addresses an application within a network component. The combination of IP address/
port number uniquely identifies the recipient or sender of a data packet within a net-
work. Some applications (e. g. Internet services such as HTTP or FTP) work with fixed
port numbers, others are allocated a free port number every time they need one.

Port Forwarding

In Port Forwarding the Gigaset Appl directs data packets from the Internet that are
addressed to a particular Port to the corresponding port of the appropriate network
component. This enables servers on the local network to offer services on the Internet
without them needing a Public IP address.

See also: Virtual server

PPPOE
Point-to-Point Protocol over Ethernet

PPPoE is a Protocol for connecting network components in a local wired network to the
Internet via a modem.

PPTP

An Internet connection using PPTP Protocol that creates a "tunnel” within an Internet
connection for secure private connection in which the data is sent in encrypted form.
The PPTP protocol is used in a Virtual Private Network (VPN).

Private IP address

The private IP address is is a network component's address on the local network (LAN).
The network operator can assign any address he or she wants. Devices that act as a link
from a local network, such as the Gigaset Appl, have a private and a Public IP address.

Protocol

A protocol describes the agreements for communicating on a network. A protocol con-
tains rules for opening, administering and closing a connection, about data formats,
time frames and error handling. Communications between two applications require dif-
ferent protocols at various levels, e. g. the TCP/IP protocols for the Internet.

Public IP address

The public IP address is a network component's address on the Internet. It is assigned by
the Internet Service Provider. Devices that act as a link from a local network, such as the
Gigaset Appl, have a public and a Private IP address.
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Re-key Interval

The re-key interval is the period after which new keys are automatically generated for
data encryption with WPA-PSK.

Remote Management

Remote Management describes the possibility of administering a network from a net-
work component that is not on the local network (LAN) itself.

Roaming

Roaming involves the use of several routers to extend the range of a network. The PCs
on the network can switch dynamically between several Access Points.

Router

A router directs data packages from one local network (LAN) to another via the fastest
route. A Router permits the connecting of network with different network technologies.
For example, it can link a local network with Ethernet or WLAN technology to the Inter-
net.

See also: Bridge, Switch, Hub, Gateway

Server

A Server makes a service available to other network components (Clients). Frequently
the term Server is used for a computer. But it can also mean an application that provides
a particular service such as DNS or Web service.

SMTP

Simple Mail Transfer Protocol

The SMTP Protocol is part of the TCP/IP protocol family. It governs the exchange of elec-
tronic mail on the Internet. Your Internet Service Provider provides you with access to
an SMTP server.

SSID

Service Set Identifier

The SSID identifies the stations of a wireless network (WLAN). All the wireless network
components with the same SSID form a shared network. The SSID can be freely
assigned.

Static IP address

A static IP address is assigned to a network component manually during network con-
figuration. Unlike a Dynamic IP address, a static IP address never changes.

Subnet mask

The subnet mask determines how many parts of the IP addresses of a network represent
the network number and how many the computer number.

The subnet mask administered by the Gigaset Appl is always 255.255.255.0. That
means the first three parts of the IP address form the network number and the final part
is used for assigning computer numbers. The first three parts of the IP address of all net-
work components are in this case always the same.
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Subnetwork
A subnetwork divides a network into smaller units.

Switch

A Switch, like a Hub, is an element for linking different network segments or compo-
nents. Unlike a hub, the switch has its own intelligence that enables it to further packets
to only that subnetwork or network component they are meant for.

See also: Bridge, Hub, Router, Gateway

TCP
Transmission Control Protocol
The TCP Protocol is part of the TCP/IP protocol family. TCP handles data transport

between communication partners (applications). TCP is a session-based transmission
protocol, i.e. it sets up, monitors and terminates a connection for transporting data.

See also: UDP

TCP/IP

Protocol family on which the Internet is based. IP form the basis for every PC-to-PC con-
nection. TCP provides applications with a reliable transmission link in the form of a con-
tinuous data stream. TCP/IP is the basis on which services such as WWW, Mail and News
are built. There are other protocols as well.

Tunneling

Tunneling is a procedure in which the data traffic of the one Protocol is transmitted with
the help of a different protocol. For example, data packets of a private network can be
packed in IP packets and transported over the Internet as if in a tunnel. Tunneling pro-
cedures are used nowadays for the secure transmission of data in a Virtual Private Net-
work (VPN). The IP packages from a local network are encrypted and transmitted over
the Internet using a tunnelling protocol (e. g. PPTP).

UDP
User Datagram Protocol

UDP is a Protocol of the TCP/IP protocol family that handles data transport between com-
munication partners (applications). Unlike TCP UDP is a non-session based protocol. It
does not establish a fixed connection. The data packets, so-called datagrams, are sent
as a Broadcast. The recipient is responsible for making sure the data is received. The
sender is not notified about whether it is received or not.

UPnP

Universal Plug and Play

UPnP technology is used for the spontaneous linking of home or small office networks.
Devices that support UPnP carry out their network configuration automatically once
they are connected to a network. They also provide their own services or use services of
other devices on the network automatically.

URL

Universal Resource Locator

Globally unique address of a Domain on the Internet.
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Virtual server

Avirtual Server provides a service on the Internet that runs not on itself but another net-
work component. The Gigaset Appl can be configured as a virtual server. It then directs
incoming calls for a service via Port Forwarding directly to the appropriate Port of the
network component in question.

VPN

A VPN is a network connection in which the data are transmitted over the Internet using
special Tunneling protocols (e. g. PPTP, L2TP, IPSec) securely, i.e. encrypted. VPNs are
used to connect private networks at different locations with each other without having
to lease a transmission line. The Internet is used instead.

WAN

Wide Area Network

A WAN is a network that is not restricted to one particular area, such as the Internet. A
WAN is run by one or more public providers to enable private access. You access the
Internet via an Internet Service Provider.

WEP

Wired Equivalent Privacy

WEP is a security protocol defined in the IEEE 802.11 standard. It is used to protect wire-
less transmissions in @ WLAN against unauthorised access through Encryption of the
data transmitted.

Wireless network

See WLAN

WLAN
Wireless LAN

Wireless LANs enable network components to communicate with and access a network
using radio waves as the transport medium. A wireless LAN can be connected as an
extension to a wired LAN or it can form the basis for a new network. The basic element
of a wireless network is the so-called wireless cell. This is the area where the wireless
communication takes place. A WLAN can be operated in Ad-hoc mode or Infrastructure
mode.

WLAN is currently specified in Standard IEEE 802.11. The Gigaset Appl complies with
Standard 802.11g.
WPA

WPA was developed to improve security provided by WEP. To generate keys, WPA uses
more complex methods, e.g. TKIP (Temporal Key Integrity Protocol). In addition, WPA
can use an authentication server (e.g. a RADIUS server) to increase security.

WPA-PSK

WPA Preshared Key: Variant of WPA data encryption, in which new keys are automati-
cally generated at regular intervals by means of a keyword (Pre-shared key). The key is
updated after defined periods (Re-key Interval).
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